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INTRODUCTION 

[1] The Criminal Investigation (Covert Powers) Act 2012 (lithe Act") was 
assented on 3 December 2012 and proclaimed on 1 March 2013. The 
purpose of the Act is to provide law enforcement agencies with the power 
to conduct covert operations to investigate and combat a wide range of 
crimes. 

[2] The Commission's role is to inspect the records of a law enforcement 
agency to determine the extent of compliance with Part 2 of the Act. The 
Commission may also comment on the comprehensiveness and adequacy 
of reports provided by law enforcement agencies on controlled operations 
conducted under Part 2 of the Act. 

[3] Between 1 March and 30 June 2013, Western Australian Police (WAPOL) 
conducted a number of controlled operations under the Act. Twenty 
controlled operations were applied for and granted with five being 
concluded within the period. 

[4] The Commission's inspection found that WAPOL had complied with the 
requirements of the Act and the records kept in relation to controlled 
operations under the Act were comprehensive and adequate. 

[5] This report provides details of activities carried out by WAPOL, with 
regards to controlled operations during the reporting period 1 March 2013 
to 30 June 2013. 
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CONTROLLED OPERATIONS 

[1] Controlled operations involve covert methods of investigation used by 
applicable law enforcement agencies. These methods of investigation may 
involve participants obtaining authority to carry out actions which would 
normally constitute a criminal offence, when it is deemed necessary in 
order to disrupt and deter serious and organised crime. 

[2] Serious and organised crime groups often run a sophisticated criminal 
network overseen by a hierarchical structure. Due to their awareness of 
law enforcement tactics, they cannot be easily penetrated and thus 
specialist methods of infiltration and surveillance may be required. 

[3] It is often necessary to use covert investigation techniques to infiltrate 
these criminal enterprises to gather evidence to arrest and prosecute 
offenders. 

[4] The Act enables persons from applicable law enforcement agencies to be 
exempt from criminal and civil liability associated with controlled 
operations. Exemption is only granted when an officer's actions are in line 
with an approved authority and on conditions within the Act being met. 

[5] Specific legislation which allows for immunity from certain illegal conduct 
has been enacted by a number of states, including Western Australia. 

[6] The central features of the regulatory framework for controlled operations 
include: 

(a) requirements for submitting and considering an application for the 
authorisation of controlled operations; 

(b) specific methods of application and delegation of the power to 
authorise controlled operations; 

(c) a stipulated time period for a controlled operation to be completed, 
not exceeding 6 months; 

(d) provision to allow officers to undertake controlled operations at short 
notice with retrospective authorisation; 

(e) the provision of criminal immunity and civil indemnity to participating 
law enforcement officers and other authorised persons; and 

(f) provisions to provide a structured compliance function for the 
application agency and the Commission.1 

Key Provisions of the Legislation 

[7] The Act enables the Chief Executive Officer or delegate of a prescribed 
law enforcement agency to authorise the conduct of a "controlled 
operation" for a "relevant offence". This includes: 

I Criminal Investigation (Covert Powers) Act 2012 
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(a) An offence against the law of this jurisdiction punishable by 
imprisonment for 3 years or more; or 

(b) An offence not covered by paragraph (a) that constitutes a 
"relevant offence" under any of the following Acts -

(i) The Classification (Publications, Films and 
Computer games) Enforcement Act 1996; 

(ii) The Criminal Code; 

(iii) Firearms Act 1973; 

(iv) Fish Resources Management Act 1994; 

(v) Misuse of Drugs Act 1981; 

(vi) Prostitution Act 2000; 

(vii) Weapons Act 1999. 

[8] An authority to conduct a controlled operation may be made in two ways. 
A formal application must be made in writing and signed by the applicant. 
An urgent application can be made in person, by telephone or other 
electronic means. 

[9] In either circumstance, section 10 of the Act states that an application 
must contain sufficient information for a chief officer to make an informed 
decision prior to approving a controlled operation and must state whether 
the application is the subject of a variation to a previous application and 
whether that application was granted. 

[10] Section 12 of the Act gives detailed guidance for the authorising officer, 
taking into account the following: 

(a) that a relevant offence has been, is being or is likely to be committed; 

(b) that the authority falls under the duty of that law enforcement agency. 

(c) that any unlawful conduct deemed necessary in carrying out a 
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controlled operation will be minimised. 

(d) that the operation will be conducted in a way that will minimise the 
risk of more illicit goods being in the possession of persons other than 
law enforcement officers. 

(e) that the proposed controlled conduct will be able to be accounted for 
to meet the reporting requirements set out in Division 4 of the Act; 

(f) that the operation does not involve any participant in the operation 
inducing or encouraging another person to engage in an unlawful Act 
other than what could be reasonably expected. 



(g) that any conduct involved in the operation will not -

(i) seriously endanger the health or safety of any person; or 

(ii) cause the death of, or serious injury to, any person; or 

(iii) involve the commission of a sexual offence against any 
person; or 

(iv) result in unlawful loss of or serious damage to property 
(other than illicit goods). 

[11] Point (f) above addresses the issue of entrapment. The Ombudsman of 
NSW describes this provision in their 2012 Annual Report as: 

A key legal principal is that the culpability of an offender may be 
diminished if the actions of the law enforcement officers or authorities 
operate to induce the offender to commit an offence which otherwise 
might not have been committed (although it remains the fundamental 
task of the court to evaluate the criminality involved). It may be 
accepted that a mitigating factor might be that the offender was led 
by a participant in the operation into committing a more serious 
offence than otherwise might have been committed. 2 

2 Ombudsman NSW - Lmv Enforcement (Controlled Operations) Act J 997 Annual Report 20 11-20 I 2 
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Authorisation Process Flow chart 

[12] The authorisation process can be shown visually as below: 

Cross Border Controlled Operations 

[13] The Act allows for controlled operations to be authorised in Western 
Australia which may, if necessary, be continued across territorial borders 
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of other participating jurisdictions. In return, other jurisdictions may have 
their controlled operations recognised by Western Australia. This may be 
done without re-applying to the new jurisdiction for permission to carry out 
controlled operations. 

[14] The Act recognises corresponding controlled operation laws of the 
Commonwealth. However, Western Australian controlled operations 
authorities are only recognised in other jurisdictions if that state or territory 
has first recognised the WA Act as corresponding legislation. The Acts 
recognised by the Western Australian legislation are: 

(a) Crimes Act 1914 (Cth) - Part lAB 

• AFP, Police force of Statefferritory, Customs, ACC, ACLEI 

(b) Crimes (Control/ed Operations) Act 2008 (ACT) 

• AFP, ACC 

(c) Law Enforcement (Control/ed Operations) Act 1997 (NSW) 

• NSW Police, ICAC, NSWCC, PIC, AFP, ACC, Customs 

(d) Po/ice Powers and Responsibilities Act 2000 (Old) 

• Old Police, CMC 

(e) Crimina/Investigation (Covert Operations) Act 2009 (SA) 

• SA Police 

(f) Police Powers (Control/ed Operations) Act 2006 (Tas) 

• Tas Police, ACC 

(g) Crimes (Control/ed Operations) Act 2004 (Vic) 

• Victoria Police, IBAC 
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RESPONSIBILITY OF AGENCIES UNDER THE ACT 

[15] The impact controlled operations have on a person's right to privacy, 
highlights an organisation's obligation to transparency and accountability. 
The Act recognises these obligations in the following ways: 

Within the Agency 

[16] Accountability for the powers in the Act starts within the relevant agency. 
Following the stringent considerations required by the application and 
authorising officers; the Principal Law Enforcement Officer (usually the 
applicant) is required to submit a report within two months of the 
completion of the controlled operation to the Chief Officer of that agency. 

[17] Section 36 of the Act is specific in the aspects that must be reported to the 
Chief Officer. These include the following: 

(a) Date and time when the operation was commenced and concluded. 

(b) Whether the operation was cross-border or local. 

(c) The nature of the controlled conduct engaged in for the operation. 

(d) Details regarding the outcome of the operation. 

(e) If illicit goods were involved; the nature and quantity of the goods 
and the route which they travelled. 

(f) Details of any loss or serious damage to property or personal 
injuries sustained during the operation, whether direct or indirect. 

(g) Whether any unlawful conduct was undertaken for the purposes of 
the operation. 

(h) Were any persons given permission for unlawful conduct under the 
Act. 

(i) Were any variations made to the authority and whether they 
extended the specified time period. 

(j) Were any retrospective or urgent authorities granted. 3 

[18] On receiving the above reports, the Chief Officer is required to submit a bi
annual report to the Corruption and Crime Commission as soon as 
reasonably practicable after 30 June and 31 December. As well as a 
summary of the information enclosed in the Principal Law Enforcement 
Officer's report, the Chief Officer must also include: 

(a) the number of formal and urgent authorities granted, varied or 
refused by the agency; 

3 Criminal Investigation (Covert Powers) Act 2012 
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(b) the number of authorities cancelled by the agency; and 

(c) a breakdown of the above authorities into cross-border and local 
operations.4 

Regulation 

[19] The Act stipulates the Commission must undertake a compliance function 
with regards to agencies entitled to carry out controlled operations. Under 
the Act, the Commission is required to inspect their records no less than 
once a year to establish the extent to which officers of that agency have 
complied with the Act. 

[20] The Act grants the Commission appropriate powers to ensure these 
inspections may be completed. 

[21] As 2013 marked the year in which the above compliance function took 
effect, a compliance plan was required. 

[22] The Commission held meetings with the three involved agencies and 
discussed their requirements to comply and report under the Act and the 
Commission's compliance function. 

[23] Finally, prior to commencing the first inspection, the Commission prepared 
a compliance check sheet highlighting the possible risks for the relevant 
agencies in meeting their requirements. 

Notification to Parliament 

[24] When the Commission has received all Chief Officers reports, the Act 
provides that the Commission prepare an annual report for the Minister 
and all concerned Chief Officers of each law enforcement agency, as soon 
as practicable after 30 June each year, for controlled operations 
completed over the preceding 12 months. 

[25] The report must include, for each law enforcement agency, comments by 
the Commission on the comprehensiveness and adequacy of the report. 

[26] The report must not include information likely to endanger any person's 
safety, prejudice an investigation or compromise tactics or methodologies 
employed by a law enforcement agency. 

[27] Following the Commission's assessment and recommendations, the report 
must be laid before Parliament by the relevant Minister within 15 days of 
receiving the Commission's report. 

4 Criminal Investigation (Covert Powers) Act 2012 
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INSPECTION OVERVIEW 

[28] The 2012-13 year marked the implementation of the Act which came into 
effect on 1 March 2013. As such, the following figures are based on the 
preliminary period 1 March 2013 to 30 June 2013 with comparisons to 
commence in the next reporting period. 

[29] Currently WAPOL are required to report controlled operations under this 
legislative requirement. 

[30] WAPOL reported the commencement and conclusion of five such 
operations for the period. 

[31] Given the short time period that the legislation has been active, a limited 
number of operations have been concluded, however WAPOL have a 
number of applications currently active or awaiting approval which are 
likely to be concluded in the following reporting period. 

[32] The following figures give analysis of controlled operations within Western 
Australia from 1 March - 30 June 2013 (see appendix): 

Figure 1: WAPOL controlled operations 

Figure 2: Criminal Activity targeted 

o Drugs 4 

II!lFirearms 2 

o Prostitution 1 
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Figure 3: Results of operations 

El Charges brought 4 

iii No charges brought 1 

[33] Visits to the relevant agencies were arranged, where an understanding of 
the authorisation process was obtained. 

[34] The different stages were then matched to the various parts of the Act in 
order to identify the relevant sections. 

[35] The application was inspected to ensure it met the criteria as set out in 
section 10 of the Act, including: the applicant was a law enforcement 
officer; it distinguished whether it was a formal or urgent application and it 
provided information on which the application could be granted. 

[36] Evidence was sought that the Authorising Officer had considered the 
criteria set out in section 12 of the Act and was satisfied with the 
information provided. 

[37] The form of the authority under section 15 of the Act was also confirmed. 
This includes such requirements as being signed by the Authorising 
Officer, identifying the Principal Law Enforcement Officer (PLEa), stating 
whether formal or urgent and whether it granted cross border controlled 
operations or restricted them to Western Australia. 

[38] The PLEa report was checked to ensure it was submitted within two 
months of the operation concluding and that it met the requirements under 
section 36 of the Act which identifies the information that must be 
contained within the report. 

[39] The results are illustrated in a table as below: 
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Application 
meets S10 

uirements 

Authorising 
Officer 
considered 
S12 criteria 

States LOCAL 
or CROSS 
BORDER 
operation 

Form meets 
S15 criteria 

PLEO report 
submitted 
within 2 
months 

[40] Section 39 of the Act further sets out record keeping procedures. The files 
relating to controlled operations were examined to ensure they contained: 

(a) Each application made by a law enforcement officer of the agency; 

(b) Each authority granted to a law enforcement officer of the agency; 

(c) Each variation application made by a law enforcement officer of the 
agency; 

(d) Each variation of authority granted or made by the authorising officer 
for the agency; 

(e) Each order cancelling an authority granted to a law enforcement 
officer of the agency; 

(f) Each retrospective authority granted under section 25 and details of 
the application and authority to which the retrospective authority 
relates; 

(g) Each report of a principal law enforcement officer of the agency 
under section 33(1) or 36. 5 

5 Criminal Investigation (Covert Powers) Act 2012 
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[41] Again, the results are illustrated in the table below: 

Application by 
Law 
Enforcement 
Officer 

Granted 
Authori 

Variation 
lication 

Varied 
Auth 

Cancellation 
autho 

Granted 
Retrospective 
Autho 

PLEO Report 

[42] All law enforcement agencies are also required under section 40 of the Act 
to maintain a general register. The general register was inspected to 
ensure it met the criteria. The information held in the general register is 
obtained from the application, authorisation, cancellation and PLEO report 

Outcome of Inspections 

[43] Under section 41 of the Act, the Commission must inspect the records 
maintained by a law enforcement agency, no less than once every 12 
months to ensure compliance with the Act. Inspections were carried out at 
all agencies governed by the Act. 

[44] WAPOL currently keeps and maintains their own records relating to 
controlled operations. WAPOL have taken legal advice with regards to 
their obligations under the Act. Based on the Commission's inspection, 
WAPOL is complying with the requirements of Part 2 of the Act. 
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[45] It is apparent that all agencies are providing good records of their 
activities, providing a reasonable basis to suspect an offence on which the 
controlled operation is to be carried out; as well as being aware of the 
matters to be taken into account by the authorising officer and addressing 
these matters prior to submission of their application. 

Chief Officers' Reports 

[46] As per section 38(5) of the Act the Commission must comment on the 
comprehensiveness and adequacy of the reports provided by the Chief 
Officer of each law enforcement agency as per section 37 of the Act. 

[47] Due to the recent introduction of the Act, the Chief Officers' reports for the 
2012-13 year were limited. 

[48] The report received from WAPOL consisted of a covering letter confirming 
five controlled operations were completed for the period and a copy of 
their general register which detailed a number of other obligatory 
information. A confirmation e-mail was also received which confirmed no 
applications were refused. 

[49] The general register maintained by WAPOL is detailed and 
comprehensive. It is structured to provide the mandatory information 
detailed in section 37(2) to be included in the Chief Officers report to the 
Commission, thus the report was adequate. 

[50] WAPOL met all their reporting requirements under the Act. 
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NOTIFICATIONS 

[51] Section 26 of the Act states that the Commission must be notified within 7 
days of a retrospective authority being granted. 

[52J As at 30 June 2013 no retrospective authorities had been granted by any 
agency. 

[53] Section 36 of the Act requires that the Principal Law Enforcement Officer 
provide a report detailing the outcome of each operation as well as other 
detailed information within 2 months of its conclusion. 

WAPOL 

[54] As at 30 June 2013, WAPOL had provided four reports within the 
stipulated time period with the Commission being advised that the fifth 
report would be received in July 2013 and would therefore meet the 2 
month requirement. It will be confirmed by the Commission this report met 
the condition during the next reporting period. 
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AMENDMENTS TO LEGISLATION 

[55] There were no amendments to legislation during the 2012-2013 reporting 
period. 
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APPENDIX 

WAPOL Controlled Operations Completed 2012-2013 
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co 13001-00 MDA 1981 
Sale or supply of prohibited y 
drugs. 

CO 13003-00 MDA 1981 Sale or supply of prohibited N 
drugs. 

Sale and supply of prohibited 

MDA 1981 
drugs. 

CO 13004-00 Possession, sale, supply or y 
Firearms Act 1973 

disposal of firearm or 
ammunition. 

Seeking prostitute in or in 
CO 13008-00 Prostitution Act 2000 view or within hearing of a Y 

public place. 
----~~~--- ---~---~ 

Unlicensed manufacture of 
MDA 1981 firearms. 

C013011-00 y 
Firearms Act 1973 Sale and supply of prohibited 

drugs. 
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