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CONTROLS OVER EMPLOYEE TERMINATIONS 

This report has been prepared for submission to Parliament under the provisions of section 25 
of the Auditor General Act 2006. 

Across government benchmarking audits build on the annual financial audits of all agencies. 
We conduct these audits at a sample of agencies using more detailed testing than is required 
for the annual financial audits. 

This audit assessed if agencies have implemented suitable policies, procedures and controls 
for employee terminations.  

My report identifies a number of issues in the way agencies manage employee terminations. 

The findings of this report provide an insight to good practice and the types of control 
weaknesses and exposures that can exist so that all agencies, including those not audited, 
can consider their own performance. 

I wish to acknowledge the cooperation of the staff at the agencies included in this audit. 

 

 

COLIN MURPHY 

AUDITOR GENERAL 

27 August 2015 
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Controls Over Employee Terminations 

Background 

When an employee leaves the Western Australian public sector, through retirement, 
resignation or for another reason, the agency performs an employee termination process. 
Good controls over the employee termination process help ensure that final payments to 
employees are correct, that the employee return all assets to the agency and that access to 
premises and information systems is promptly removed.  

What We Did 

Our objective was to assess whether agencies have implemented suitable policies, procedures 
and controls for employee terminations.   

Our lines of inquiry were: 

Do agencies have suitable policies, procedures and controls for employee separations and 
have these ensured that: 

 termination payments are correct? 

 agency assets such as laptops, mobile phones and purchasing cards are returned prior to 
termination?  

 access to IT systems and premises are removed prior to termination? 

We tested 359 employee terminations across 10 agencies. Our testing included a range of 
termination types including, resignations, retirements, involuntary dismissals and voluntary 
redundancies. These terminations were from the 2013-14 financial year. 

Two of the agencies we audited; the Department of Local Government and Communities, and 
Synergy, were impacted during the period by government restructuring and amalgamations. 
Consequently, these agencies were each running two systems and processes. In these 
instances, we reviewed both systems and processes, but noted that the agencies were in the 
process of consolidating these. 

We conducted the audit in accordance with Australian Auditing and Assurance Standards.  

Conclusion 

Only three of the 10 agencies had good policies, procedures and/or controls for managing 
employee terminations. However, none of the 10 agencies were consistently following their 
management approved control requirements. This resulted in a number of errors and 
omissions, the most concerning of which was terminated employees retaining inappropriate 
access to information systems.  

Agencies need to exercise greater caution over payments made to employees on termination. 
Numerous instances of overpayments of employee entitlements on termination were evident, 
requiring recovery from the former employees. As well, the payments by six agencies under 
the Enhanced Voluntary Separation Program could have been reduced by an estimated 
$491 552 if agencies had better managed processes. 
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What Did We Find? 

We rated none of the 10 agencies as good across all our criteria, with all agencies having 
opportunities for improvement.  

The following table is a summary of our findings. We rated the agencies on a three point scale 
of ‘Poor’, ‘Fair’ or ‘Good’. 

Agency 
Policies, 

procedures 
and controls 

Accuracy of 
termination 
payments -
other than 

redundancies 

Effective 
management 
of voluntary 
redundancy 
payments 

Timely 
return of 
agency 
assets 

Timely 
removal of 
access to 

IT systems 
and 

buildings 

Country High School 
Hostels Authority  

Fair Fair Poor Fair Fair 

Department of 
Agriculture and Food  

Fair Fair Poor Fair Poor 

Department of 
Education 

Good Fair N/a * Fair Fair 

Department of Fire 
and Emergency 
Services 

Good Good Poor Fair Poor 

Department of Local 
Government and 
Communities 

Poor Good Poor Fair Poor 

Department of Mines 
and Petroleum 

Fair Good Poor Fair Fair 

Durack Institute Fair Good N/a * Fair Fair 

Economic Regulation 
Authority 

Fair Good N/a * Good Good 

Electricity Generation 
and Retail 
Corporation 
(Synergy) 

Good Fair N/a * Fair Poor 

Pilbara Institute Fair Good Poor Fair Fair 

Table 1: Summary results 

* Our sample of terminations at these agencies did not include any voluntary redundancies.   

Most agencies need to improve their policies, procedures and controls for 
processing terminations 

Sound policies, procedures and controls over terminations help to prevent overpayments to 
employees and reduce the risk of misappropriation of assets or of ex-employees having 
unauthorised access to buildings or information systems. Management should clearly 
communicate these policies and procedures to staff. 
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Examples of procedures and controls we were looking for include: 

 termination checklists or forms which help to alert management if key actions have not 
occurred, such as the return of assets or removal of building or system access 

 reconciliations of leave balances 

 independent review and checking of termination payments 

 regular reviews of building and IT access logs to identify any terminated employees. 

The Department of Education, the Department of Fire and Emergency Services and Synergy 
had established robust policies, procedures and controls over the termination of employees. 
All other agencies could improve their arrangements. Shortcomings included: 

 One agency did not have approved policies and procedures for employee terminations. This 
agency used a checklist to assist in processing terminations, but this checklist did not cover 
key processes such as reconciling leave and checking final payment calculations. 

 Another agency was not regularly updating its policies and procedures while at a third 
agency it was not evident that management had approved the procedures they were using. 

 The policies and procedures at three agencies failed to address key aspects of the 
termination process, such as the return of assets and the removal of physical and IT access. 

 At four agencies it was unclear whether policies and procedures applied to casual staff, 
employees on secondment or employees transferred to other government agencies. This 
could result in these personnel inappropriately retaining access to assets, buildings or IT 
systems. 

Termination processing controls are not ensuring accurate final payments to 
employees 

Terminations other than redundancies  

Significant overpayments of employee entitlements are occurring on termination resulting in 
avoidable re-work of payments, inconvenience to ex-employees and a requirement to recover 
overpayments.  

Our review of the 10 agencies’ overpayment registers identified 461 termination overpayments 
totalling $491 615 in 2013-14. The overpayments arose either from errors in the calculation of 
termination payments or from delays in stopping payroll payments to terminated employees. 
All overpayments were less than $15 000.  

In addition to the overpayments recorded in the overpayment register, our own testing 
identified calculation errors that caused another five overpayments totalling $8 600.  

Reconciliations of accrued leave balances and the independent review and checking of final 
payment calculations help agencies prevent incorrect payments to employees. We found that:  

 thirty-seven (10 per cent) of final payment calculations in our sample were not properly 
reviewed 

 three agencies were not consistently performing or reviewing leave reconciliations prior to 
calculating payments for accrued leave balances.  



 

Controls Over Employee Terminations  | 9 

Redundancy payments 

In our 2013-14 Financial Audit Results Report (Report 18: November 2014), we reported that 
the overall cost to the state of redundancy payments could have been lower if agencies had 
given the required notice to employees in a timely manner. In this audit we have further 
analysed this issue and obtained added evidence of the need for agencies to get this process 
right in the future.   

Our sample of 359 terminations included 59 redundancies under the 2013-14 Enhanced 
Voluntary Separation Program (EVSP). The EVSP provides a payment to an employee who 
accepts an offer of voluntary redundancy, which includes up to 20 weeks salary in lieu of a 
notice of redundancy. The amount of payment is calculated from the time the employee 
receives a ‘Prescribed Written Notice’.   

A Prescribed Written Notice under the Public Sector Management (Redeployment and 
Redundancy) Regulations 1994 (the Regulations) is notice that the employee’s position is to 
be abolished and that they are surplus to requirements. Agencies also needed the Public 
Sector Commission’s (PSC) approval to offer a voluntary severance.  

Employees subject to the notice were entitled to a maximum of 20 weeks salary in lieu of 
notice, reduced by the amount of notice they received. So, for example, a person who received 
five weeks notice, should have been paid 15 weeks salary in lieu of notice. 

Six agencies in our sample paid EVSP redundancies. On average, agencies issued notices to 
their employees two weeks after receiving PSC approval and employment was terminated five 
weeks later. However, instead of reducing payments in lieu of notice, all six agencies paid their 
terminated employees the full 20 weeks salary. 

Figure 1 below shows the timeline for agencies’ notices to employees. 

 

Figure 1: Average periods between approval of redundancies and employees’ 
termination dates 

Key: 
Country High School Hostels Authority (CHSHA) Department of Agriculture and Food (DAFWA) 
Department of Fire and Emergency Services (DFES) Department of Local Government and Communities (DLGC) 
Department of Mines and Petroleum (DMP) Pilbara Institute (Pilbara)  
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Given that the period between agencies’ advice to employees and their termination dates (the 
blue bar in Figure 1 above) is the notice period, then we estimate the amounts paid in lieu of 
notice were $491 552 higher than required. It also appears that some agencies could have 
issued notice earlier than they did. 

In no cases were valid reasons evident for the delayed notice or for making the full 20 weeks 
in lieu of notice payments.  

During the audit we considered whether the amounts were recoverable as overpayments.  We 
concluded that the amounts were not recoverable. This is because, although employees were 
given notice, the wording in the notice did not meet the specific Prescribed Written Notice 
requirements of the Regulations in that it did not say that their positions were to be abolished 
and that they were surplus to requirements. 

We note that for the more recent 2014-15 Targeted Separation Scheme, the PSC advised 
agencies that it did not expect employees would receive a payment in lieu of notice if they have 
been provided with the required notice. 

Agencies need better processes over return of assets  

Except for the Economic Regulation Authority, agencies often could not provide evidence that 
employees had returned assets upon their termination. We had expected to find a simple 
statement signed by the employee and the agency acknowledging the return of all assets 
assigned to them during their employment. Such assets might include: 

 purchasing cards 

 laptop computers 

 mobile phones 

 tablets 

 protective or ‘high vis’ clothing. 

Where this documentation was completed, it showed that the employees returned the assets 
on or shortly after their departure date. In one instance, an employee did not return a mobile 
phone but the agency had taken appropriate action to recover the item. 

To gain assurance in the absence of documentary evidence that assets were returned, we 
tested asset registers at four agencies to see if the assets were still assigned to terminated 
employees. In no instance were the assets still allocated to terminated employees. 

Several agencies are unsure whether terminated employees still have access 
to their premises 

It is essential to promptly remove access to buildings and premises when employees leave. 
Some agencies, such as the Department of Agriculture and Food, the Department of Mines 
and Petroleum, the Department of Fire and Emergency Services and the Department of Local 
Government and Communities used an electronic access card system for managing building 
access for employees. For these agencies, we were able to verify that building access was 
removed.  

However, the systems used by three agencies did not record when this access was removed. 
We were therefore not able to determine whether the agencies were promptly removing 
building access.  

Other agencies, including those with a large number of decentralised staff, rely on the 
completion of termination forms, signed by the employee’s manager, as evidence of removal 
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of access to buildings or return of keys. There were many instances where these forms were 
not completed, and consequently, agencies may not be aware as to whether these terminated 
employees still have access. 

Controls over access to information systems need tightening 

To protect the security and confidentiality of agency information, agencies need to remove 
employees’ access to networks and systems when their employment ceases.  

We found that agencies were often not removing network and system access on the day of 
employee termination. In 90 of the 359 cases we reviewed (25 per cent), access was removed 
between one and 266 days after the termination date. We also found that 17 former employees 
retained access to networks or systems at the time of our audit. 

Of particular concern was that the network accounts of six terminated employees at the 
Department of Local Government and Communities were used to access the agency’s 
systems after their termination date. The access dates ranged from 10 to 516 days after the 
employee’s termination date. Management advised that they had reviewed the audit logs for 
these accounts and concluded that while there was an exposure, no inappropriate activity was 
identified. 

Agencies can mitigate the risk of terminated employees accessing information by regularly 
reviewing user access logs. Four of the 10 agencies in our sample could not provide evidence 
to demonstrate that these reviews were regularly occurring.  

Recommendations 

All agencies should: 

 Develop, approve and implement policies and procedures for employee terminations 
which cover all aspects of the termination process 

 ensure that there is sufficient evidence retained on file to confirm that the termination 
is processed correctly, that assets are returned and that building and system access 
is removed 

 reconcile employee leave balances prior to calculating their final payment 

 regularly review final payment calculations for accuracy 

 minimise payments made in lieu of notice by providing proper notice of an 
employee’s redundancy when the capacity to provide this notice exists 

 regularly review access to buildings and information systems for terminated 
employees. 
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Agency Responses 

Agencies in our sample generally accepted the recommendations and confirmed that they 
either have, or will improve their policies and practices for managing employee terminations. 
This includes practices that assist with the return of assets, removal of building access, 
review of human resource systems to ensure employees are removed in a timely manner, 
independent review of termination payments and timely notice of termination.  

The Public Sector Commission advised that it appears some agencies incorrectly interpreted 
the Regulations. It also advised that the ‘in lieu of notice’ provisions have now been replaced 
by an incentive payment of up to 12 weeks for early resignation under the new Public Sector 
Management (Redeployment and Redundancy) Regulations 2014. 
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Report 
Number 

Reports Date Tabled 

17 
Support and Preparedness of Fire and Emergency Services 
Volunteers 

20 August 2015 

16 
Follow-On: Managing Student Attendance in Western 
Australian Public Schools 

19 August 2015 

15 Pilbara Underground Power Project 12 August 2015 

14 Management of Pesticides in Western Australia 30 June 2015 

13 Managing the Accuracy of Leave Records 30 June 2015 

12 Opinions on Ministerial Notifications 25 June 2015 

11 Regulation of Training Organisations 24 June 2015 

10 Management of Adults on Bail 10 June 2015 

9 Opinions on Ministerial Notifications 4 June 2015 

8 
Delivering Essential Services to Remote Aboriginal 
Communities 

6 May 2015 

7 Audit Results Report — Annual 2014 Financial Audits 6 May 2015 

6 Managing and Monitoring Motor Vehicle Usage  29 April 2015 

5 Official Public Sector Air Travel  29 April 2015 

4 SIHI: District Medical Workforce Investment Program  23 April 2015 

3 Asbestos Management in Public Sector Agencies  22 April 2015 

2 Main Roads Projects to Address Traffic Congestion  25 March 2015 

1 Regulation of Real Estate and Settlement Agents  18 February 2015 
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