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Executive summary 

The SmartRider Card and Ticketing System has been in operation at the Public 
Transport Authority since 2007. During that time, the system has been highly 
successful due in part to its simplicity and quick transaction times « 300 
milliseconds). The fast boarding times have improved the efficiency of the 
Transperth network which has allowed optimisation of timetables and fleet numbers. 
Current use of the SmartRider card is at 76% of all patronage. 

Whilst SmarlRider has been successful, ticketing technologies and smartcards have 
advanced and coupled with patronage growth there are now deficiencies in the 
system. Security technology in the current smartcard is dated and recent 
compromises in card security have increased the risk to PTA of wide scale hacking of 
the card. The increased threat would result in lost revenue, a possible loss of faith in 
the card and reputational damage for the PTA. Deficiencies and constraints in the 
card based system result in issues for customers and increased costs and risks in 
maintaining the system. The equipment is 12 years old and reaching the end of its 
life which result in increasing repairs and maintenance costs and lost revenue for the 
PTA. The acceptance of credit cards is an enhancement to the system which will 
provide benefits and flexibility for patrons and reduce cash handling costs. 

This project's objectives are to safeguard the integrity of the SmartRider system and 
PTA revenue through utilisation of more sophisticated card encryption technologies, 
improve the customer experience by providing a reliable and accurate system and 
flexible payment options, gain efficiencies and reduce costs for PTA and develop a 
robust and scalable system that will serve future patronage growth. Additional 
outcomes include the enabling of supplier contestability and greater ease in 
implementing time of day pricing. 

PTA recommends upgrading all components of the SmartRider system including 
replacing the card and equipment, moving to a back office system and introducing 
credit cards as a payment media. The Mifare Desfire is the most secure card and will 
prevent cloning of the card ID and safeguard against brute force attacks which other 
cards considered in the options analysis do not. The move to an account based 
system over the existing card based back-office will resolve constraints in the card 
action file, simplify the system, introduce supplier contestability and enable the 
acceptance of credit cards. Replacement of the equipment is required for the new 
Desfire card and credit cards. The recommended option will cost $35m and take 2.5 
years to implement. In order to meet these time lines it is recommended the first 
phase of the project, requirements gathering, commence straight away. 
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Additionally, changes to business rules and fares are contained in configuration files 
that also need to be propagated to all readers in the field. This is a protracted, costly 
and high risk process. 

Issues resulting from constraints with the card based system have been compounded 
by the significant patronage growth since the system was implemented in 2006. 
There has been a 56% increase in the number of users of the SmartRider card since 
its introduction from 42m trips per year to 65m. 

Aging Equipment 

The SmartRider equipment was supplied in 2003/4 which makes it 12 years old. 
Originally when installed the useful life was estimated to be about 12 years .. 

While maintenance of the SmartRider equipment is guaranteed during the life of the 
SmartRider contract with Downer, for the initial 10 year period to March 2017 plus the 
option to extend up to a further 10 years, reliability has decreased significantly during 
the first 9 years, and PTA bears the increased cost of repairs. Average annual 
maintenance costs for hardware failures has increased from $0 in 2005 to $1 .7m in 
2015. It is anticipated repairs and maintenance costs will increase significantly over 
the next few years at a much faster rate relative to historical levels as the equipment 
moves beyond its useful life. This has been modelled in the BCR. Refer to appendix 
E for historical and projected R&M costs. 

The current ticketing equipment is not capable of accommodating newer ticketing 
technologies such as more secure smartcards, credit cards or mobile phone, and its 
memory constraints add to the operational problems associated with the problem 
discussed above under "Deficiencies in the Card Based System". 

Card ID Uniqueness 

The uniqueness of the Mifare Classic card ID is mandatory and with the popularity 
and worldwide use of the card over the last 20 years has exhausted the number 
range. The manufacturer has recently recommenced numbering from the beginning. 
PTA require on average 300,000 new cards per annum which, to guarantee ID 
uniqueness, requires manual processing by the supplier to remove duplicates. 

Other Payment Options 

The requirement to replace the SmartRider card and equipment provides an 
opportunity to introduce new technologies and enable the use of other media types 
such as credit cards or mobile phone payments using near field communication 
technology. This would provide more flexible payment options aiding tourists and 
incidental travellers as well as providing patrons with an alternative payment option. 
It would reduce the need for PTA to issue cash tickets. The use of other technology 
payment options would improve the service and customer experience. 
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2 Evidence of the Problem/Opportunity 

2.1 Transperth SmartRider Overview 

The SmartRider card and ticketing system was implemented in 2006 and has been 
highly successful due largely to its simplicity and fast transaction times (less than 300 
milliseconds at the fare gates). The uptake of the card has steadily increased 
throughout that time and now accounts for 76% of all journeys. In 2014/15 the 
SmartRider collected $130m in fare revenue. The uptake and performance of the 
SmartRider has improved operational efficiency of the transport network due to the 
significantly faster boarding times which in turn has allowed the optimisation of 
timetables and vehicle numbers. 

The SmartRider ticketing system comprises the SmartRider card (Mifare Classic), the 
field equipment and the back-office software and telecommunications. 

Card 

The SmartRider card (a Mifare Classic smartcard) was released to the market in the 
early 1990s and quickly became the standard smartcard used in secure applications 
around the world. Between the early 1990s and 2005 over 500 million cards were 
issued worldwide with most transit authorities using the Mifare Classic. Security is 
managed by the manufacturer's (NXP) proprietary encryption. Whilst there is only 
one manufacturer of the chip there are many manufacturers of the card who are 
licensed by NXP to use their chip. 

Equipment 

There are many different types of field equipment located in train stations, bus 
depots, car parks, retail outlets and on buses and ferries. They include smartcard 
readers and electronic ticket issuing machines on the buses, fare gates and pole 
mounted readers at train stations, point of sale machines at retail outlets, car park 
vending machines, add value machines for card top-ups and handheld inspector 
devices. They all transmit to and receive information from the back-office. 

Back-office Systems 

The back office systems process data files to and from the banks for direct debit and 
Bpay transactions and universities, schools and other organisations for concession 
type data. The entire system is complex and distributed across many locations 
including all train stations, bus depots and the mobile bus fleet. PTA's offices in East 
Perth house the main servers, databases and functionality. Communications and 
data transfer to devices in the field occurs through dedicated fibre links, ADSL and in 
some cases 3G/4G phone networks. Data transfer from the bus depot to the buses 
occurs via WIFI. Refer to appendix F for a diagram of the system. 

2.2 Security 

Security technology in the current Mifare Classic card is now dated and more 
sophisticated technologies are available. Recent compromises in card security have 
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encourage further breaches and publicise the vulnerability of their systems. 
Recent requests by the PTA for more detailed information from several transit 
authorities to understand the extent of their fraud has not been forthcoming. The 
PTA though is aware of several cases of security breaches. These 
include:Christchurch NZ: November 2013, a wide scale smartcard hack was 
performed and the methods published on YouTube. The publicity caused 
prompted the authority to immediately start development on the Desfire card 
replacement. https:llwww.youtube.com/watch?v=gB3EcBp34Xc 
Netherlands: Hacking methods were shown on an evening news segment in 
March 2015, which resulted in widespread manipulation of card balances and 
fare evasion. While the authority has not disclosed the level of ongoing fraud, 
verbally they advise that they manage it in the best way they can to minimise 
revenue leakage. 
Queensland: Have had a similar number to PTA of known hacking cases which 
have led to court actions. They are monitoring card activity in the back office like 
PTA and in the process of an EOI to develop their card replacement program 
(and back office systems). 
Taiwan: similarly to Christchurch, there is a YouTube video showing how to 
manipulate the Mifare Classic cards (EasyCard). 
https:llwww.youtube.com/watch?v=p DC4NGpGbY 

While the Mifare Classic card will continue to be used in non-secure applications, it is 
unlikely that the manufacturers of ticketing equipment will continue to support the 
Mifare Classic in the long term. This in turn will make it difficult or impossible for 
PTA to buy suitable ticketing equipment capable of reading SmartRider cards in the 
future, once the current contract with Downer expires. 

2.3 Deficiencies in the Card Based System 

With the current, card based system business rules, fares and balances are applied 
by the reader and stored on the card. Transactions that update the card are 
contained in large transaction files, called the Card Action File, that are propagated 
on a nightly basis to all readers and devices in the field including buses. Constraints 
in the card action file, delay updates to the balance and concession type on the 
cards. Value adjustments and other card adjustment commands can be held in a 
pending state and often take days to process. Constraints result from the limited size 
of the Card Action File (300 Kbytes) which results in contention, as not all 
transactions can fit on the file. There is a complex set of business rules that prioritise 
and reprioritise transactions that make it to the file. If a customer hasn't used their 
card for a while, their transactions are bumped off the file and it's not until they next 
present their card that any pending transactions are subsequently added back to the 
file, which may take effect the following time (ie second time), they use their card. 
Delays with actions to enable autoload on cards, Bpay top-ups and concession 
change commands, balance transfers for lost/stolen cards and hot listing can take 
days, weeks or, for infrequent users, months to take effect. 40% of all transactions 
take longer than 8 days to update the card. At any given time approximately 15,000 
customers are waiting for a transaction to be processed resulting in much frustration 
for customers and frequent calls to the call centre. It is estimated that approximately 
8% of calls to the call centre relate to problems with SmartRider pending actions, 
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2.5 Card ID Uniqueness 

The SmartRider card requires a unique ID which with the popularity and worldwide 
use of the card over the last 20 years has exhausted the number range. The 
manufacturer has recently had to recommence numbering from the beginning. PTA 
requires on average 300,000 new cards per annum which, to guarantee ID 
uniqueness, now requires manual processing by the supplier to remove duplicates. 
This process is not overly costly. 

2.6 Acceptance of Alternate Payment Media 

The requirement to replace the SmartRider card and equipment provides an 
opportunity to introduce new technologies and enable the use of other media types 
such as credit cards, mobile phones, fob keys, watches and others. This project will 
only include the acceptance of credit cards but the equipment and back office 
systems will be capable of accepting these other media types in the future. 

2.6.1 Credit Cards 

The acceptance of credit cards will provide a more flexible payment option aiding 
tourists and incidental travellers as well as providing patrons with an alternative, 
backup card. Acceptance of credit cards will reduce the need to issue cash tickets. 
The EMV (Europay/MastercardNisa) format of credit cards can be read by the same 
SmartRider readers planned in this upgrade and would work in exactly the same way 
as the smartcard, ie through contactless presentation at the reader. As most people 
already have a credit card there would be no costs to PTA in their manufacture and 
distribution. 

Credit cards are being introduced by other transit authorities around the world. Since 
2012 Transport for London has accepted EMV cards on their bus fleet and since 
September 2014, across the rest of their transit network, including the Underground. 
Acceptance of credit cards requires moving to an account based system. 

2.6.2 Mobile Phones 

The use of mobile phones to pay for fares was considered by PTA but funding for its 
development is not included in this business case. Explanation is provided in the 
section on 'Works out of Scope' below. 

3 Objective and Outcomes 

3.1 Objectives 

The objective of the SmartRider replacement is to: 
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• Safeguard the integrity of the system by improving security through utilisation 
of newer, more sophisticated, card encryption methods; 



4 Strategic Alignment 

The objectives of the SmartRider Replacement align with the following government 
and agencies' policies and strategic plans. 
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• State Government's policy to grow public transport share through the provision 
of an efficient and safe public transport service. Unreliable ticketing 
equipment will hinder efficient bus operations and inefficient collection of fare 
revenue will constrain patronage growth. 

• PTA's Strategic Plan to provide safe, customer focused, integrated and 
efficient public transport services. Removal of constraints in the card action file 
and improvements in the SmartRider system including the acceptance of 
credit cards will provide an efficient, reliable, flexible and user friendly system 
thus improving service and the customer experience. 

• In Motion - A 20 Year Public Transport Plan for Perth and Peel (draft and 
unpublished) has by 2031, Perth residents increasing their use of public 
transport by nearly 250%. Investing in the systems and technology today is 
necessary to build the capabilities to enable the transport network to service 
this projected patronage growth. 



Parking Vending Paper ticket issuing machine and SmartRider 140 
Machines reader located at Transperth car parks 

Parking Vending Old machines 81 
Machines 

Inspector Units Hand held inspector devices used in the field 150 

5.1.4 Software 

Software for Account Based System 

• Centralised, account based processing to eliminate the current card based 
processing and card action file; 

• Business rules engine and user application to configure rules; 

• What-if analysis front-end and tools to enable modeling of proposed business 
rules and fare changes. 

Software for Equipment Interfaces 

Changes to the data files exchanged between the devices and the back office will be 
required. There are two interfaces: A 'deny list' and patron transaction file. The deny
list will be generated by the back office and contain lost/stolen, hotlisted and low 
balance card IDs. It will be used to validate cards as they are presented at the 
readers. The deny list will be recalculated and transmitted to field devices regularly 
throughout the day. The patronage, transaction file will be generated by field devices 
and record card ID, tag on and off data, journey and time details when a card is 
presented at a reader. Field devices will transmit this data to the back office for 
calculation of fares and card balances. These files will be smaller than the current 
card action file and won't be subject to the same size constraint that currently exist 
for this file. 

5.2 Works out of Scope 

5.2.1 Replacement of ETIMs on Metro Buses 

Replacement of this kit is included for regional buses as the metro buses are being 
replaced in the real-time tracking system project. 

5.2.2 Acceptance of Debit Cards 

Whilst credit cards and debit master and visa cards are in scope, bank issued debit 
cards (i.e. for Cash and Cheque accounts) are not. These cards do not have a 
contactless interface i.e. Paywave/PayPass, and hence are not suitable for public 
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and the Secure Element approach preventing organizations with the desire to 
participate in mobile payments from doing so due to the high up-front capital 
costs and complex partner relationships" 

While NFC has been introduced in some cities around the world, its 
implementation varies widely between authorities. 

Some examples: 
London: do accept mobile phones for payment via the emulation of a credit card, 
but not as an emulation of the Oyster card. They exclude Diners Club and JCB 
credit cards. They also accept Apple Pay. They have not widely published this 
acceptance but it can be found on their website under 'Other ways to pay'. PTA 
considers the slower transaction speed to be unsuitable for its requirements, 
quite apart from the cost and complexity of its implementation. 
Nice, France: Use a standard App on a mobile to purchase a ticket which is 
stored on the phone. Then the phone is 'tagged' on a NFC reader which accepts 
their ticket as permission to travel. 
Madrid: currently running a NFC trial with the NFC phone emulating a smartcard. 
Only on Galaxy Phones with a custom SIM provided. 

PTA considers that, due to iPhone not supporting NFC, slower transactions speeds, 
high cost, a constantly changing landscape of technologies, and complexity of 
business relationships, that introduction of NFC onto its network should be 
considered after the completion of the project requesting funding in this submission. 

All emerging payment technologies (other than credit cards) are therefore out of 
scope for this implementation, but because the readers comply with the ISO 14443 
standard they could be introduced at a later date. 

5.2.4 Elimination of Cash Tickets 

At this stage PTA is not considering eliminating cash tickets. Governments around 
the world are reluctant to allow transit authorities to eliminate cash tickets because of 
the impact on disadvantaged or low income groups who in some cases don't have 
ban k accounts or credit cards. NSW still accepts cash for fares. In Victoria when 
they stopped accepting cash for fares there was a public backlash which forced the 
transit authority to allow the sale of Myki cards on vehicles. However PTV still does 
not sell cash tickets for bus, rail or tram. 

Currently cash tickets are made from paper and are not electronically enabled hence 
they can't be presented at a fare gate. An electronically enabled paper ticket is an 
option but will cost approximately 45c (30c US) and would significantly increase the 
cost of a fare. This might be prohibitive but PTA could decide to increase the cost of 
cash tickets to drive people to use credit cards and SmartRider. The decision as to 
electronically enable cash tickets should therefore be made when pricing decisions 
on credit cards are made in the next phase of the project, refer below to Policy 
Decisions section. 
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6 Option Evaluation 

6.1 Decision Criteria 

There are six options which have been compared and contrasted in order to arrive at 
a recommendation. The comparison is based on decision criteria which reflect the 
key drivers, benefits and risks of the project. Additionally the scale of change/ 
implementation risk and cost have been included in the decision criteria. 

The six options have been assessed against the following decision criteria: 
• Improved security 
• Improve service and customer experience 
• Scale of change and Implementation risk 
• Cost (includes capital costs and ongoing opex costs and savings) 

6.2 Options Analysis 

The possible options result from the different combinations of upgrading the card, 
equipment and back office and accepting credit cards. They are: 

1. Do nothing 
2. Upgrade card, back-office and equipment and accept credit cards 
3. Upgrade back-office, but not card or eqUipment 
4. Upgrade card, but not back-office or eqUipment 
5. Upgrade card, back-office but not equipment 
6. Upgrade card, back office and equipment (but no credit cards) 
7. Replace the entire ticketing system. 

6.2.1 Option 1: Do Nothing - Base Case (Not Recommended) 

As discussed throughout the document, the Mifare Classic card is no longer secure 
and the manufacturer no longer recommends its use in value based applications. 
The potential for revenue loss and reputational damage resulting from wide scale 
hacking of the card is considered too high and more sophisticated, encryption 
technologies are now considered necessary. Given the increased security threat, it 
is unlikely the ticketing equipment will continue to be manufactured in the longer 
term. Additionally the equipment is now 12 years old and reached the end of its 
useful life and requires replacement. Constraints in the card action file cause 
problems and limit the ability to scale up the system as patronage growth increases. 
This option is not recommended. 

6.2.2 Option 2: Upgrade Card, Back-office, Equipment and Accept Credit Cards 
(Recommended) 

Smartcard - Mifare Desfire EV2 with AES Encryption 

This option includes the adoption of a new, more secure card, from the same 
manufacturer as the existing card, NXP, called the Mifare Desfire EV2. It has 1 k of 
storage, which is low capacity, but adequate, as no data will now be stored on the 
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customers to be charged weekly or monthly and this could easily be done with the 
account based back office. 

Rep/ace All Equipment - readers and units 

The new Mifare Desfire card requires the equipment to be replaced. In most cases, it 
is no more expensive to replace the entire ticketing device than to re-engineer it just 
to fit a replacement card reader. This proposal is based on replacement of the whole 
device, not just the reader, except for the rail station faregates, which are only half 
way through their expected life and will only have their readers replaced. 

Account Based System 

The account based system is not really new technology but more a change in design 
of the system. It has gained popularity in the last 2-3 years as a result of increasingly 
fast and stable wireless communications. An account based system moves the logic 
and processing from the card and reader to the back office, where business rules, 
fares, balances and concession types are transacted and updated centrally. The 
card stores no value, concession type or other data but merely acts as a unique 
Identifier for the cardholder. It works in a similar way to a mobile phone on a plan, 
where the mobile makes phone calls but doesn't know its remaining credit, only the 
back office system at TelstraNodafonefetc knows the balance. When the smartcard 
is presented to a reader on a bus or train station, the card number is validated and 
then recorded, along with other information such as route, service, bus number, etc. 
No information is written back to the card. Throughout the day transaction records 
are sent to the back office and at the end of the day, all transactions are examined 
and fares and balances calculated. Validation of the card occurs via a deny list, the 
same list used for the SmartRider, which is stored on the readers and updated 
regularly. 

This design has many advantages which include: 
• Updates to concession types, balance transfers, autoload and Bpay 

transactions are processed in the back office and at the time the interfacefdata 
files are received; 

• No card action files with large transaction sets need to be propagated to 
devices in the field thereby eliminating all issues with pending transactions; 

• Transaction speeds will be faster as no business rules need to be applied or 
data written back to the card; 

• Fare, business rules and new products can easily be applied and don't require 
involvement from the supplier and updates to the reader software; 

• Significantly reduces the complexity of the system and associated risks; 
• Enables introduction of other media type such as credit cards, NFC enabled 

devices and Apple Pay; 
• More readily enables the modelling of what-if analysis by the simple changing 

of parameters. 

A simplistic overview of the account based system is depicted below. 
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Retaining the current card based system does not address any of the issues resulting 
from constraints in the card action file. It will also prohibit the subsequent 
introduction of credit cards and other payment media. For these reasons this option 
is not recommended. 

6.2.5 Option 5: Upgrade Card, Back-office but not Equipment (not recommended) 

This option will replace the existing Mifare Classic card with the Mifare Plus. It is a 
halfway house, where a new card and back office are introduced whilst retaining the 
existing equipment. The Mifare Plus can be run on both the old and new readers. It 
uses either AES or triple DES (3DES) encryption. Whilst AES is superior, the 3DES 
encryption is still suitable for use in value based applications such as the SmartRider, 
although it is vulnerable to brute force attacks2 where the ID can be copied. If the 
Plus were to be used on the current SmartRider equipment it would need to run 
3DES and therefore this is a less secure option. The advantage in using the Plus on 
the old readers is that the readers don't need to be replaced and therefore it is a 
significantly cheaper option. If the age of the equipment was not an issue and did not 
require replacement and if PTA could accept the risk of the card's ID being copied, 
then this would be a viable option. The Plus requires the same upgrades to the back 
office to cater for the 7 byte manufacturer's ID as the Desfire, hence there is lillle 
difference in the cost to move to the Plus versus the Desfire. The improved security 
of the Desfire therefore makes it a beller choice. 

6.2.6 Option 6: Upgrade Card, Back-office and Equipment (not recommended) 

This option provides the same benefits as option 2, the recommended option, but 
does not provide customers with the added flexibility to use their credit cards. 
Introducing credit cards is considered an important enhancement to the system and 
will lay the foundation for the introduction of other payment media such as NFC, 
Apple Pay and Google HCE. Given the trend toward contactless payment 
technologies this enhancement is considered important in enabling the network for 
the 21 st century. For these reasons this option is not recommended. 

6.2.7 Option 7: Total System Replacement 

This option is included for completeness and to act as a comparison to the 
recommended solution. PTA considers this option infeasible. It is important to note 
that the recommended solution is not to implement a new system but to modify and 
enhance the existing one. The existing system works well and the bulk of it does not 
require changing. Project costs, relative to smartcard and credit card 
implementations in other jurisdictions, reflect this, ie $36m for the original SmartRider 
system, compared to hundreds or sometimes billions of dollars for similar 
implementations elsewhere (refer below for more detail). 

As well as cost, it is considered too risky to bring in another supplier to modify the 
existing software in the equipment. The card-centric system means the card, 

2 Brute force attack is where the hacker sends every conceivable password at the target until one matches 
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# Option Card Encryption Back-office Equipment Credit 

Cards 

1 Do Nothing Mifare NXP Card Based Retain No 

Classic Proprietary 

2 Upgrade All and Accept Mifare AES Account Based Replace Yes 

Credit Cards Oesfire 

3 Upgrade Back Office Only Mifare NXP Account Based Retain No 

Classic Proprietary 

4 Upgrade Card Only Mifare Plus 3DES Card Based Retain No 

5 Upgrade Card and Back Mifare Plus 3DES Account Based Retain No 

Office but not Equipment 

6 Upgrade All but not Credit Mifare AES Account Based Replace No 

Cards Desire 

7 Total System Replacement Mifare AES Account based Replace Yes 

Desfire 

6.3 Decision Matrix 

The recommended option includes the replacement of all components of the system 
including the card, equipment and back office system and accepts credit cards as an 
additional media type. It addresses security issues thereby reducing potential 
revenue loss and reputational damage to PTA and the government. It fixes 
constraints with the card action file and provides additional benefits by accepting 
credit cards. The scale of change and implementation risk is very high given the 
extent of the changes but PTA is confident this risk can be suitably mitigated, refer to 
section below, Risk Analysis 9.1. 

6.4 Alternative Cards Considered 

Other cards were considered but disregarded and therefore not included in any 
option above are discussed below. 
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Street station that the gates had to be opened to stop people queuing out onto the 
busy street outside the station. These issues, along with the budget blowout, 
received much media attention and negative publicity for the State Government. The 
lessons learnt from this experience must be well understood by PTA as it proceeds 
with the upgrade of the SmartRider. These lessons learnt have been detailed in a 
subsequent section titled "Lessons Learnt". 

While transaction speeds of 300ms or better are normally demanded for public 
transport systems, tests show that while the transactions 'feel' slower it does not start 
having a noticeable effect on customer throughput until the 500ms level is reached. 
With speeds above 500ms problems escalate rapidly. 

6.5.2 Card Balance Availability 

Currently the readers display the card balance on the digital displays when patrons 
tag on and off. This is possible because the balance is stored on the card. With a 
move to an account based system, the balance will no longer be stored on the card 
as it is only known by the back-office and calculated at the end of the day. It won't be 
possible to show the balance on the displays as customers tag on and off. It is 
expected this will impact most Smartcard users who don't have Autoload, as the 
display of the balance alerts the patron that they need to manually top-up or do a 
BPay transaction. This is estimated to affect approximately 300,000 people or 72% 
of SmartRider patrons. Whilst this is anticipated to be a problem initially, it is 
expected people will adjust to this over time, as was the experience with forcing 
customers to tag off at the end of their journey. With credit cards or mobile phones, 
people don't know their exact balance so they are familiar with this limitation. For 
people who need to know their current balance the new system will provide 
alternative means to do this. It is proposed that card balances be viewed via a 
mobile app, at AVMs and Transperth retail agents, patrons be able to request their 
balance by SMS or the back office pushing out low balance alerts via SMS. 

As this is a shift from the current process and one that will impact a significant 
number of patrons a publicity campaign will be conducted as well as sign age on the 
trains, buses and station to inform patrons of this change. Customer focus groups in 
Queensland showed that the removal of the remaining balance display was not a 
significant issue. PTV in Victoria removed the display on new faregates with a low 
level of customer backlash which lasted a few days. PTV regular customer feedback 
reviews show that the lack of balance display has never been raised as an issue. 

6.5.3 Low Balance Processing 

If the fare engine determines that SmartRider balance has dropped below the 
minimum value required to initiate a new journey, the card number is added to a 
'deny list' which is sent to all card reader devices frequently throughout each day. If 
the SmartRider is presented to a reader, tagon will be denied. The customer will 
have to add value to their account and wait for the card to be removed from the deny 
list and be distributed to the readers, before being able to tag on correctly. Topping 
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the time taken to perform an online authorisation would be too slow and therefore the 
transactions are done off-line, ie where no communication or authorisation occurs 
with the bank (this is agreed by PTA and the bank). If transaction aggregation occurs 
then this presents further challenges for insufficient balances or intentional fraud as 
the potential loss is not limited to the first ride. When credit cards were introduced in 
London, Transport for London were able to negotiate with the bank to take on first 
ride risk given the volumes of patrons and commissions they would receive from 
merchant fees. A policy decision is required by PTA as to whether they are 
comfortable accepting this risk and/or attempting to negotiate with the banks to take 
on some or all of this risk, refer to Policy Decisions section below. 

7 Policy Decisions 

Policy decisions identified in the preceding section are captured below. It is noted 
that further discussion, decisions and modelling will be required with respect to these 
policies but this is expected in the next phase of the project. The policies have been 
captured here, for completeness and to serve as a record. 
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• A rethink on the current pricing of cash tickets and SmartRider fares in light of 
the introduction of credit cards. Does PTA want to increase the cost of cash 
tickets to drive people to use SmartRider or credit cards? Does PTA want the 
SmartRider to be the primary card and credit cards the supplementary card? 
Transport for London priced credit cards identically to the Oyster card, which 
is discounted to the cash ticket, their aim being to move patrons across to 
using credit cards so as to save on distribution costs. 

• 
• The ability to introduce electronically enabled cash tickets will be a function of 

whether the added cost (about 45c) of the ticket can be passed on to patrons, 
given this is a significant jump from the current fares (22% increase for 
concession holders). This might be possible if PTA chooses to increase the 
cost of cash tickets to drive people to take up SmartRider or credit cards. 
Electronically enabling cash tickets will force patrons through the faregates 
which will reduce lost revenue resulting from fraud. Further modelling of PTA 
costs, uptake of credit cards, replacement of cash tickets, reduction in fraud, 
etc is required to facilitate these pricing decisions. 

• A decision is required as to whether the increased cost of the new Mifare 
Desfire card will be passed on to commuters or borne by PTA. Modelling is 
required to facilitate this decision. 

• Policy decision for the treatment of late or missing transactions as detailed in 
the previous section. 

• Policy decisions with respect to first ride risk when accepting credit cards. 
Who will bear the risk? PTA or perhaps the banks, as was negotiated by 
Transport for London, in their recent irnplementation? If aggregation of credit 
card transactions occurs, ie for a whole day, week or month of travel then the 



8 Financial and Economic Analysis 

8.1 Cost Estimates 

The total cost for the SmartRider Asset Replacement project is estimated at $35 
million from 2015-16 through 2018-19 escalated at 3% per annum. Capital 
expenditure totals $33m and a one-off operating expense of $2m for replacement of 
the Smartrider cards. Capital expenditure includes the purchase of equipment and 
software development. Other, additional operating expenditure will be incurred but 
this is offset by operational savings resulting from the project and therefore is not 
included in the funding request. 
Funding for this proposal is sought over and above the PTA Capital Investment 
Program. 

Table 1 - Cost Estimates 

Identification of high level software development tasks and resourcing has occurred 
but more detailed estimates will be developed once funding is approved. Forecast 
expenditure for each of the scope items is included in Appendix B including P50 
and P90 estimates. 

8.2 Financial Analysis and Funding/Financing 

The impact on State finances is shown in the table below - to be completed once 
KPMG complete their review. 

2015/16 2016/17 2017118 2018/19 2019/20 
$'000 $'000 $'000 $'000 $'000 

Adiustment to 8oorO\.ed expense limit - 2,626 5087 3,461 3,461 
Interest - - - - -
Operating - - 1,776 150 150 
Depreciation - 2,626 3,311 3,311 3,311 

General Government net operating balance - - (1,776) (150) (150) 
Total public sector net debt - 26,830 34,913 35,063 35,213 
Payment for Fixed Assets - 26,830 6,307 - -
Additional F1Es - - - - -
Additional Leased Vehicles - - - -
Source of Funding 
Cash at Bank - - - - -
Existing funding - - - - -
Other - Holding Account Asset Replacement - 26,830 6,307 -
Re\€nue - - - - -
Additional Appropriation: 

Services - - 1,776 150 150 
Equity contribution - - - -

Holding Accounts Receivable - - - - -
Im pact on Treasurer's Advance nla nla nla nla n/a 
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9 Risk Analysis 

9.1 Risk Matrix 

The following risks have been identified for the recommended option. 

at fare gates causes 
queues, crowding on 
platforms and safety risks 
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revenue if PTA forced to 
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Readers no longer 
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9.2.7 Training and Communication 

The changes to the system, equipment and cards will be communicated to patrons 
through promotional material including posters, billboards, emails and the PTA 
website. Training of PTA front line staff will be necessary. 

These tasks have been facto red in to the project costs. 

9.3 Early Adopter of Credit Cards 

The acceptance of credit cards in transit systems around the world is a relatively new 
development. It has been enabled by the recent introduction of contactless card 
technology, PayWave and PayPass, by Visa and Mastercard. Whilst acceptance of 
credit cards is not prolific there have been a handful of deployments around the world 
which have proven the technology and its use in transit applications; the most 
notable in London. There have been some smaller implementations and pilot 
schemes in other jurisdictions. In Australia and New Zealand there have been no 
transit authorities that have adopted contactless EMV cards but most of the larger 
authorities are actively investigating its use. Implementations across the US have not 
been widespread because most credit cards do not have the EMV card standard. 
This is set to change in October 2015 when it will become mandatory for credit cards 
to have the EMV standard at which point it is likely transit authorities will then 
introduce the acceptance of credit cards. New York and Washington DC have been 
conducting trials for many years (5) but are awaiting the mandatory move to EMV 
cards before rolling the technology out. 

In accepting credit cards PTA would be an early adopter of the technology, but given 
the successful implementation in London, it is confident it can partner with the right 
people to leverage off that experience and tap in to the knowledge base and supplier 
systems' built for that implementation. 

9.4 Lessons Learnt 

There have been many implementations of ticketing systems around the world, 
including Australia, which have had varying degrees of success and in some cases 
disastrous failures. The transit authorities and professionals in the field are highly 
collegial and share information and experiences. Their lessons learnt are invaluable 
in guiding the PTA as to what has worked well and the pitfalls experienced. The 
lessons learnt from PTA's previous SmartRider implementation in 2006 will guide the 
design and irnplementation of this project. The implernentation planned developed for 
this business case has been rnodelled on the 2006 rollout. The lessons learnt are 
captured below. 

PTA SmartRider Implementation in 2005 
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• Phased rollout (no big bang) - contain the roll out to lirnited areas, ie 
concession cardholders and one bus operator first to enable the system to be 
rolled back. Gradually increase the load; 

• Stick to core functionality (keep it sirnple) - no complicated fairs or concession 
processing, lirnit the business logic; 



10 Stakeholder Analysis 

Government 
and Minister 

Public 

Department of 
Planning 

Dept. of 
Transport and 
Main Roads WA 
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An efficient and usable public transport network is 
critical in enabling commuters to travel to and from 
work thereby safeguarding the State's productivity 
levels. Major incidents in the transport network 
impact commuters and have serious consequences 
on the economy. They also result in media 
attention and negative publicity for the 
Government. 

Access to public transport impacts peoples' 
decisions on where they live, study, work and how 
they commute. An efficient and user friendly public 
transport system increases patronage. Delays and 
issues in the system inconvenience passengers, 
exacerbate congestion and have a very real impact 
on les' uali of life. 

The Department's goal to facilitate economic 
development and accessible infrastructure is 
dependent on an efficient and usable public 

Public transport, in particular train services, is the 
most efficient and economical way for people to 
commute. A fully utilised and efficient public 
transport system moves people off the roads 
thereby requiring less investment in road 
infrastructure. 

Supported 

Supported 

Supported 

Supported 



APPENDIX A Delivery Summary 

A.1.Recommended Delivery Method 

Given the amount of change, it is planned to implement the project in five stages to enable 
issues to be ironed out before moving to the next stage. Additionally pilots will be run in 
some stages where the functionality will be switched on for small groups, ie concession 
card holders and one bus sub-contractor for example, ahead of wide scale implementation to 
all cardholders. The pilots will be designed to allow the changes to be rolled back if serious 
problems are encountered. 

1. Stage One - Move to Account Based System 

Move to account based system with the old cards and existing equipment. By this time the 
RTTS project would be implemented so there will be 3G comms on all vehicles. The new 
account based system will send all card transactions to the back-office frequently via 3G. 
The deny list will also be received frequently by all devices throughout the day via 3G. The 
equipment will still contain the business logic and continue to calculate fares and write data 
to the card but the back office will be the source of truth, ie the systems will run in parallel. 
Direct debit and concession type data files will be generated from the back office. 

This is planned to be completed in March 2017. 

2. Stage Two - Introduce New Card and Equipment 

Introduce the new card and equipment but continue to accept the old cards to enable them to 
be slowly phased out over a 12 to 24 month period. 

This is planned to be completed in November 2017. 

3. Stage Three - Stop Writing to the SmartRider Card 

Change the equipment software to no longer write data to the cards and calculate fares, etc. 
This implementation will also include all ancillary functionality, eg business rules engine and 
user application to configure rules and what-if analysis front-end tools. 

This is planned to be completed in December 2017. 

4. Stage Four - Introduce Credit Cards 

This is planned to be completed in May 2018. 
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A.6.Schedule 

The key milestones are captured below. 

,-----~----~----

Project Milestones Completion 
----------~ ---I-

Project Commencement Mon 2/11/15 
----1'--

Requirements Signoff_ __ Tue 19/01/-,,1-,-6_~ 

System Architecture/Design (High Level) (and PDP) Tue 16/02/16 

Project Approved - Detailed Design Commences Fri 1/04/16 -----+-
Funding Available 

Release 1 Go Live 

Release 1 Parallel Run 

Fri 1/07/16 ------- ------I 
Mon 6/02/17 

---+--
Mon 6/03/17 

-

__ -IThu 1/06/17 

__ ~~_+Th,-,u'-C7 /09/17 
Release 2 Pilot Complete (new cards & eqUipment) Thu 2/11/17 

Release 2 Pilot Complete (old cards) 
-----''---

Release 2 Equipment Installation 

---

Release 3 - Fully Implemented hu 7/12/17 
'--c-_~ 

Release 4 - EMV (Credit Cards) Tue 29/05/18 
---------~-~-~ 

A detailed Microsoft Project Schedule showing project development, approvals and milestones is 
attached separately (SmartRider Upgrade Project Phases 22102015 Final.mpp) 

The timeline assumes that a business analyst is recruited immediately to commence the requirements 
gathering stage at the beginning of November. It assumes requirements, high level design and 
system architecture are commenced and completed prior to approval of the project in April 2016. IT 
assumes detailed design commences once approval is granted with development work only 
commencing once funding is available on 1/7/2016. 
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APPENDIX 8 Detailed Cost Estimate 

B.1. Estimate Details 

Total project costs are $35m which is comprised of new equipment, software development and new 
smartcards. The cost breakdown is captured in the table below. Equipment costs have been based 
on current unit costs under the existing supply contract with Downer. Units include the replacement of 
all existing equipment as well as new and replacement buses over the forecast period. Software 
development work is largely split up into the back office functionality which will be developed by local 
IT resources and the equipment and comms software to be developed by Parkeon resources. An MS 
Project plan was created to identify tasks and resources required for the software development and 
costs generated from this. Labour costs are based on local market rates and current rates under the 
Downer/Parkeon contract. Significant work is required to define the full scope of works and costs with 
respect to the credit card implementation. High level numbers have been arrived at based on limited 
knowledge and therefore a very high contingency has been applied. Approximately 40% of costs will 
be incurred in the United Kingdom so foreign currency hedging costs of $600k have been included. 
Escalation rates of 3% pa have been applied. Costs include risk based adjustments. 

$12.2 $12.2 

IRe'sollrce (variable costs) $9.3 $10.1 

$2.3 $2.3 

ISnlart,;der Cards 

- Hardware (10%) $1.2 $1.2 

- Risk Based $4.1 $4.1 

- Parkeon $2.7 $2.7 
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$1.2 

$4.1 

$2.7 

cost, does PSO and P90 are the 
same as it's a fixed cost. 
Pure resource based costs, includes lump sum hardware installation & bus 
installation, soft\AB~ cjevelopment, .. nJanagement overhead. 

foreign exchange hedging costs, signage/markeling costs, 
freigh,t, admin 
Replacement of new cards - assuming a significant number..wll be a 

to 10%, as the majority is based on a single supplier and 
risks can be borne by the supplier. FX risk contained in other item above 

. Based on Risk Temp/ate. Applied to Resouee & Other 
Categ~ry 

Not checked or analysed, but based on feedback from Parkeon that 
original effort appeard far too low and their etforl could be triple original 



APPENDIX D Detailed Economic Analysis 

Year (for discounting) 1 1 1 2 1 3 1 4 1 5 1 6 1 7 8 1 9 1 10 1 11 1 12 1 
Project Case ';"',:,~eliil $M', ......• ";.'.> ';' ...••.... ..... ... ;. .. ... ; .•..... .. ..; ....•. ... , ... ; .. ;. ; .. ,;.;; '.' ;.. •. ;. ; .;....; .. ;', . ... . ". . 
Financial Year 12 Years 15 Years 15/16 16/17 17/18 18/19 1 19/20 1 20/21 1 21/22 22/23 23/24 24/25 25/26 26/27 ) 

Lookup Index 1 2 3 4 1 5 1 6 L 7 8 1 9 1 10 1 11 1 12 1 
Project Capex 33.1 33,1 0.3 26A 6.3 
Operating (Non-Recurrent) 2,1 2,1 - - 1.8 021 0.2 1 -I - 1 -I -I - 1 
Operating (Recurrent) 3.9 SA - - 0.2 OAI OA OAI 0.41 OA 1 OA 1 0.5 1 0.5 0.5 
Total Costs 39.1 40.5 0.3 26.4 8.3 0.5 0.5 OA OA OA OA 0.5 0.5 0,5 
Economic Benefits 

Direct Cost Savings (Opex) 11.8 15.9 - - 0.5 I 1.1 1.1 1.2 1.2 1.3 1.3 lA lA lA 
Avoided Costs 

Scenario 1- Card ID Cloned Active 3.7 4.9 - - 0.2 0.3 OA OA OA OA OA 0.4 OA OA 
Scenario 2 - Card Contents Cloned Active 1.0 1.3 - - 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 

Scenario 3 - R&M Avoided Costs Less ConseNa 44.5 43.2 - - 2.7 2.6 2.8 3.2 3.9 4.3 4.8 5.9 6.7 7.7 

Scenario 3 - R&M Lost Revenue Inactive - - - - - . - - - - - - - - -
Total Benefits 61.01 65A - - 3.5 4.0 4A 4.8 5.6 6.1 6.6 7.8 8.5 9.6 

f,~ej~~~~9.~_~::)2!~~g,~!'!~9,1,~ -.,,~.---"-~ ... ,~~~- ~ -~-

. ' .. . .; .. ;. ......... ; •... ; . •• ' .' ... .; ..... .. 

Financial Year 12 Years 15 Years 15/16 16/17 17/18 18/19 19/20 20/21 21/22 1 22/23 1 23/24 1 24/25 1 25/26 1 26/27 1 
Project Capex 28.5 285 03 23.0 5.2 - - -
Operating (Non-Recurrent) 1.7 L7 - - L4 0.1 0.1 - - I -I - 1 - 1 
Operating (Recurrent) 2.3 2.9 - - 0.1 0.3 0.3 0.2 0.3 1 0.2 1 0.2 1 0.2 1 0.2 1 0.2 1 
Total Costs 32.6 33.1 0.3 23.0 6.8 004 0.4 0.2 0.3 0.2 0.2 0.2 0.2 0.2 
Total Benefits 35.2 36.9 - - 3 3 3 3 3 4 4 4 4 4 
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The following tables show the detailed direct costs over 10 years (undiscounted). In 2019 when the system is fully implemented direct costs are $3.8m pa that will 
be avoided with the implementation of this project. Excluding the hacking event scenario (low case), direct costs are in the vicinity of $3Am pa, approximately 
90% of total direct costs. For the high case hacking scenario direct costs are $6m pa in 2019. 

Direct Costs - Low Case 
. ., 2016 2011 2018 2019 2020 2021 2022 2023 2024 2025 

-' , -' $rn $rn $rn $rn $.rn $rn $rn $rn $rn $rn 
Index ", .. , .' ", '. •... 1 '.2· . 3 '.' <4 ...... ··.····5··· . 6. / , 

7 '8 9 10 . .. ' . 

Cash Handling Costs 0.0 0.0 0.0 004 0.5 0.5 0.5 0.5 0.5 0.5 

Sales Commissions 0.0 0.0 0.0 0.1 0.1 0.1 0.1 0.1 0.1 0.1 

Call Centre & Escalation costs 0.0 0.0 0.2 0.3 0.3 0.3 0.3 0.3 0.3 0.3 

Equipment Failure R&M 0.0 0.0 2.7 2.6 2.8 3.2 3.9 4.3 4.8 5.9 

Lost Revenue from Equipment Failure 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 
Lost Revenue/Cost of Widescale Hacking 0.0 0.0 0.3 0.4 0.5 0.5 0.5 0.5 0.5 0.5 

Total 0.0 0.0 3.2 3.8 4.1 4.5 5.3 5.8 6.3 7.4 

Direct Costs - High Case 
. . 2016 2017 2018 2019 2020 2021 2022 '2023 2024 • 2025 

" 

'. $rn. $rn $rn $rn $rn $rn $rn $rn $rn . $rn' 
Index 

. 
.1 2 3 4 5 . 6 7 8 9 . 10 

Cash Handling Costs 0.0 0.0 0.0 0.4 0.5 0.5 0.5 0.5 0.5 0.5 

Sales Commissions 0.0 0.0 0.0 0.1 0.1 0.1 0.1 0.1 0.1 0.1 

Call Centre & Escalation costs 0.0 0.0 0.2 0.3 0.3 0.3 0.3 0.3 0.3 0.3 

Equipment Failure R&M 0.0 0.0 2.7 2.6 2.8 3.2 3.9 4.3 4.8 5.9 

Lost Revenue from Equipment Failure 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 

Lost Revenue/Cost of Widescale Hacking 0.0 0.0 2.3 2.7 3.1 3.2 3.3 3.4 3.5 3.6 
• • . ,. 

Total 0.0 0.0 5.2 6.0 6.8 7.2 8.1 8.7 9.3 10.5 

49 



APPENDIX F Worldwide Adoption of EMV Cards and NFC Technology 

The use of contactless credit cards in transit authorities around the world is relatively new. There has not been widespread adoption of contactless credit cards in 
transit authorities in the United States as EMV card standards are not widely accepted. This is likely to change however, as the credit card industry has set 
October 2015 as a deadline for US banks and merchants to adopt the EMV card standard (current magnetic strip technology is widely used). In Australia and New 
Zealand no transit authorities have adopted EMV cards but the larger ones are all currently investigating its use. London is the most notable in its implementation 
of EMV cards. 

Jurisdiction Technology Implemented Result/Risks/lssues Strategy Source 

Hong Kong Octopus Card (Sony smartcard) accepted Octopus card and enabled technologies Implementation of Octopus as a multi-

in all transport modes and many retail have been highly successful in Hong Kong. application card as well as for use in 

outlets Transit - widely accepted and uptake 

high (95% of population) 

Singapore Ezlink card (Sony's smartcard) - not sure if 

they accept EMV credit cards 

London Oyster card (smartcard) in operation for 10 The EMV card pricing is identical to the By pricing fares exactly the same as httQs:lltft.gov. uklinfo-

years now being overtaken by contactless Oyster card, which is discounted from the the Oyster card forfmedialQress-

debit and credit cards introduced in Sept cash ticket and offers capping in the same releases/2015/march/tfl 

2014 on the Underground and 2012 on way. Over 14 per cent of all pay as you go -named-fastest-

buses journeys across TfL services (underground, 9 rowi ng -co nta ctless-

trains, bus, trams, ete) are now contactless merchant-in-euroQe 

(excludes Oyster) 

Krakow (Poland) Contactless EMV credit cards, NFC mobile Significant growth, twice that of other http://news.alaric.com/i 

phone acceptance channels ndustry-

news/payments/thats-

a-zloty-dosh-poland-

leads-europe-on-
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APPENDIX G System Architecture 
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