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3 

1.1 The Criminal Investigation (Covert Powers) Act 2012 (CICP Act) received 

the Royal Assent on 3 December 2012 and was proclaimed on 1 March 

2013. The Minister for Police is the Minister responsible for the 

administration of the Act. Section 107 requires the Minister to cany out a 

review of the operation and effectiveness of Parts 2 and 3 of the Act as soon 

as practicable after the end of 5 years from the day the Act receives the 

Royal Assent and to cause a report based on the review to be laid before 

each House of Parliament not later than 18 months after the end of that 

period. 

1.2 On 30 January 2019 the Minister for Police, Michelle Roberts MLA, 

appointed me to conduct a review of the operation and effectiveness of Parts 

2 and 3 of the Act, for the purposes of the review of the Act which the 

Minister is required to cany out. 

1.3 In undertaking the review I invited submissions from stakeholders. I have 

received submissions from some stakeholders. 

1.4 I have considered all of the submissions that I received. I have accepted 

some, but not all of the submissions made to me. 

1.5 It is my view that Parts 2 and 3 of the CJCP Act provide law enforcement 

agencies with tools that they need to investigate serious crime effectively. It 

is also my view that Parts 2 and 3 ensure accountability of law enforcement 

agencies and law enforcement officers in the use of the powers that the Parts 

provide and that the Parts minimise the risk of abuse of those powers 

through an appropriate system of oversight and monitoring. 

1.6 I have made the following recommendations in the review: 

1. I recommend that the CJCP Act be amended to provide that the chief

executive officer of the fisheries depaiiment is the authorising officer for

applications by officers of the fisheries depaiiment's Serious Offences

Unit for authority for a controlled operation and applications for authority

to acquire or use an assumed identity.
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2. I recommend that the CICP Act be amended to provide for the

nomination of a secondary law enforcement officer in an authority for a

controlled operation. The secondary law enforcement officer would

undertake responsibility for the conduct of the controlled operation when

the principal law enforcement officer is unavailable.

3. I recommend that the CJCP Act be amended so that the grounds on which

the acquisition or use of an assumed identity may be approved is

extended to enable employees or officers of W APOL to effectively and

safely exercise their functions in administering witness protection

programs under the Witness Protection Act 1996 or corresponding

legislation of another jurisdiction.

4. I recommend that the CICP Act be amended to provide that, for the

purposes of an authority to acquire or use an assumed identity, a member

of the staff of W APOL is a law enforcement officer.

5. I recommend that the CICP Act be amended to provide for the use of

electronic technology in relation to the making of applications and the

keeping of records under.Parts 2 and 3 of the CICP Act.
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1. Introduction

1. 7 The CICP Act received the Royal Assent on 3 December 2012 and was

proclaimed on 1 March 2013. The Minister for Police is the Minister 

responsible for the administration of the Act. Section 107 requires the 

Minister to carry out a review of the operation and effectiveness of Parts 2 

and 3 of the Act as soon as practicable after the end of 5 years from the day 

the Act receives the Royal Assent and to cause a report based on the review 

to be laid before each House of Parliament not later than 18 months after the 

end of that period. 

1.8 In January 2019 the Minister for Police, Michelle Roberts MLA, appointed 

me to conduct a review of the operation and effectiveness of Parts 2 and 3 of 

the Act, for the purposes of the review of the Act which the Minister is 

required to carry out. 

1.9 In undertaking the review I invited submissions from stakeholders. The 

stakeholders I invited to make submissions, the stakeholders who made 

submissions and the stakeholder to whom I spoke are listed in the 

appendices to this review. Some of the submissions I received included 

confidential information. I have not quoted that confidential information in 

this review, but I have had regard to it in my consideration of the operation 

and effectiveness of Paiis 2 and 3. 

1.10 Ms Erin O'Donnell, Assistant State Counsel, Ms Lillian Thomas, Legal 

Research Officer, State Solicitor's Office (who assisted me in the period 

from my appointment until 19 February 2019) and Ms Megan Barry, Legal 

Research Officer, State Solicitor's Office (who assisted me from 19 

February 2019) have assisted me in unde1iaking the review. I thank them 

for their very helpful work on the review. 

2. Background

2.1 In 1989 an Australian man, Ridgeway, who was on parole for drug offences, 

contacted a Malaysian man, Lee, who he had met in prison in Australia, to 

t1y to atTange the purchase of heroin for importation and sale in Australia. 

Unknown to Mr Ridgeway, Mr Lee was a registered informant for the Royal 

Malaysian Police. In breach of his parole Mr Ridgeway travelled to 
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Singapore twice, using his brother's passport. Mr Ridgeway contacted Mr 

Lee in Singapore. 

2.2 Mr Lee informed Malaysian police of his contact with Mr Ridgeway and 

acted in accordance with the instructions of Assistant Superintendent Chong 

of the Royal Malaysian Police. Assistant Superintendent Chong made 

contact with the Liaison Officer for the Australian Federal Police (AFP) in 

Kuala Lumpur, Superintendent Butler. 

2.3 In the course of his dealings with Mr Lee, Mr Ridgeway told Mr Lee that if 

Mr Lee could not assist him in purchasing heroin Mr Ridgeway would 

purchase it from another person in another place. Mr Lee passed on that 

information to Assistant Superintendent Chong, who passed it on to 

Superintendent Butler. 

2.4 Assistant Superintendent Chong and Mr Lee purchased heroin in Malaysia. 

In December 1989, acting under an arrangement he had with the Singapore 

Police, Assistant Superintendent Chong took the heroin to Singapore and 

handed it to the Singapore Police. The next day the Singapore Police 

returned the heroin to Assistant Superintendent Chong who travelled with it 

to Australia, accompanied by Mr Lee. 

2.5 Assistant Superintendent Chong and Mr Lee had received visas to travel to 

Australia from the Australian High Commission in Malaysia. Those visas 

had been issued on the application of the APP on the basis that the two men 

were involved in a controlled delivery of drugs to Australia and that the 

Royal Malaysian Police was in agreement with, and co-operating in, the 

delivery. Assistant Superintendent Chong was able to clear customs in 

Australia with the heroin by an arrangement that APP had with the 

Australian Customs Service. 

2.6 In Australia Assistant Superintendent Chong and Mr Lee gave the heroin to 

Mr Ridgeway. Soon afterwards APP arrested Mr Ridgeway in possession 

of the heroin. 

2.7 Mr Ridgeway was convicted at a trial of being in possession of a prohibited 

import. He appealed his conviction. The High Court of Australia allowed 

his appeal and granted a permanent stay of the prosecution of him on the 

charge of possession of a prohibited import: Ridgeway v The Queen [1995] 

HCA 66; (1995) 184 CLR 19 (Ridgeway). The High Court held that 
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because the importation of the heroin into Australia was unlawful and the 

unlawful importation was ananged by and under the auspices of the AFP 

the evidence of that importation should have been excluded, on public 

policy grounds. The High Court accepted that at times law enforcement 

agencies may be required to break the law to apprehend criminals, but said 

that the circumstances in which that should be permitted to occur should be 

the subject of legislation. 1

2.8 Following the decision in Ridgeway the Parliament of Western Australia 

passed legislation to permit law enforcement agencies to engage in illegal 

activities, subject to safeguards and controls provided in the legislation. 

Provisions for undercover officers and for pennitted, controlled illegal 

activities were contained in the Royal Commission (Police) Act 2002, the 

Corruption and Crime Commission Act 2003 (now the Corruption, Crinie 

and Misconduct Act 2003) (CCM Act), the Misuse of Drugs Act 1981 

(Misuse of Drugs Act), the Prostitution Act 2000 (Prostitution Act) and 

the Fish Resources Management Act 1994 (FRM Act). The permissions, 

safeguards and controls contained in that legislation varied. 

2.9 In the second reading speech to the Legislative Assembly for the Criminal 

Investigation (Covert Powers) Bill 2011 (CICP Bill) Mr RF Johnson, the 

then Minister for Police, said that the legislation was part of a national 

project to develop model laws to aid criminal investigation across state and 

territory borders. The objective of the model laws was to enable seamless 

cross-border investigation of se1ious offences. In addition, the bill was 

designed to remedy the situation where the police in Western Australia 

relied on a patchwork of provisions in legislation to conduct controlled 

operations, administrative anangements to authorise assumed identities and 

the common law to regulate the protection of a law enforcement operative's 

identity in court. The bill would repeal the undercover provisions in the 

Misuse of Drugs Act and the Prostitution Act and adopt the model laws' 

minimum standards, but with significant modifications to provide Western 

Australian Police with the necessary tools and flexibility to disrupt and 

frustrate organised crime groups.2

1 Ridgeway v The Queen (1995) 184 CLR 19 at 43-44, per Mason CJ, Deane and Dawson JJ 
2 Western Australia, Parliamentmy Debates, Legislative Assembly, 18 August 2011, 6223 (Mr RF Johnson, 

Minister for Police) 
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2.10 The CCM Act prov1s10ns which enable the Corruption and Crime 

Commission (CCC) to grant approval for the acquisition and use of 

assumed identities3 and to grant authority for controlled operations4 remain 

in force. 

2.11 The authorisation, conduct and monitoring of covert law enforcement 

operations are provided for in Part 2 of the CICP Act, the acquisition and 

use of assumed identities by participants in covert law enforcement 

operations are provided for in Part 3 and the protection of the identity of 

participants in covert law enforcement operations are provided for in Part 4 

of the Act. This review is of Part 2 and Part 3. 

3. The law enforcement agencies and officers to whom the CICP Act

applies

3.1 Section 3 defines terms used in the Act. The section defines law 

enforcement agency and law enforcement officer: 

law euforcement agency means -

(a) the Police Force; or

(b) the Australian Crime Commission; or

(c) the fisheries department;

law enforcement officer means -

(a) a police officer; or

(b) a person who is seconded to the Police Force, including (but not limited to) a
police officer (however described), of another jurisdiction; or

( c) a member of staff of the Australian Crime Commission; or

(d) a fisheries officer holding a prescribed office in the fisheries department;'

3.2 For the purposes of that definition, a fisheries officer employed in the 

fisheries department's Serious Offences Unit holds a prescribed office under 

3 Corruption, Crime and Misconduct Act 2003 Part 4 Division 4 and Part 6 Division 3 

4 
Corruption, Crime and Misconduct Act 2003 Part 4 Division 5 and Part 6 Division 4 
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reg 3 of the Criminal Investigation (Covert Powers) Regulations 2013 

(CICP Regulations). 

3.3 When the Act refers to this jurisdiction it means Western Australia and, for 

the purposes of any suspected criminal activity being investigated by the 

fisheries department, includes any waters not within the limits of W estem 

Australia that are WA waters as defined in s 5(b) to (d) oftheFRM Act. 

3 .4 On 1 July 2016 the Australian Crime Commission (ACC) merged with 

CrimTrac to form the Australian Criminal Intelligence Commission 

(ACIC). Prior to 1 July 2017 the Department of Fisheries was the 

department which had the principal responsibility for the administration of 

the FRM Act. Since 1 July 2017 the Department of Primary Industries and 

Regional Development (DPIRD) has had that role. In this review I refer to 

the ACC and the fisheries depaiiment, as those are the names of the 

organisations in the CICP Act. 

4. Outline of Part 2 - controlled operations

4.1 Section 5 defines terms used in Part 2. Authorised operation means a 

controlled operation for which an authority under Part 2 Division 2 is in 

force. Controlled operation means a law enforcement operation that 

involves, or may involve, controlled conduct. Controlled conduct means 

conduct for which a person would, but for ss 27 or 34, be criminally 

responsible. A participating jurisdiction means a State, Territory or 

Commonwealth jurisdiction in which a corresponding law is in force. A 

corresponding law is a law of another jurisdiction that corresponds to Part 2 

and includes a prescribed law of another jurisdiction. The laws of other 

jurisdictions which have been presctibed for this purpose are contained in 

regulation 4(1) of the regulations. They are: 

(a) the Crimes Act 1914 (Commonwealth) (Crimes Act) Part IAB;

(b) the Law Enforcement (Controlled Operations) Act 1997 (New South
Wales);

( c) the Crimes (Controlled Operations) Act 2004 (Victoria);

(d) the Police Powers and Responsibilities Act 2000 (Queensland) (PPR
Act) Chapter 11;
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(e) the Criminal Investigation (Covert Operations) Act 2009 (South
Australia) Pali 2;

(f) the Police Powers (Controlled Operations) Act 2006 (Tasmania);

(g) the Crimes (Controlled Operations) Act 2008 (Australian Capital
Territory);

(h) the Police (Special Investigative and Other Powers) Act (Northern
Territory) Pali 2.

4.2 Section 8 provides that Pali 2 is not intended to limit a couli's discretion to 
admit or to exclude evidence or to stay proceedings, except that in 
determining whether evidence should be admitted or excluded in any 
proceedings, the fact that the evidence was obtained as a result of a person 
engaging in criminal activity is to be disregarded if: 

(a) the person was a paliicipant acting in the course of an authorised
operation in this jurisdiction or a corresponding jurisdiction; and

(b) the criminal activity was controlled conduct within the meaning of
that term in Pali 2 or a law of a participating jurisdiction that
corresponds to Part 2.

4.3 Section 6 defines a cross-border controlled operation as being a controlled 
operation that is conducted, or intended to be conducted: 

(a) in this jurisdiction and in one or more paliicipating jurisdictions; or
(b) in one or more participating jurisdictions.

4.4 Section 7 provides that a local controlled operation means a controlled 
operation that is conducted, or intended to be conducted, wholly within this 
jurisdiction. 

4.5 Section 10 provides that a law enforcement officer of a law enforcement 
agency may apply to the authorising officer for the agency for authority to 
conduct a controlled operation on behalf of the agency. Formal applications 
are to be made in writing; however an urgent application can be made 
orally, in which case as soon as practicable after making the application the 
applicant must make a record in writing of the application and give a copy 
of it to the authorising officer. �ection 3 provides that the authorising
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officer in relation to the Police Force of Western Australia (WAPOL) and 

the fisheries department is the Commissioner of Police, and in relation to the 

ACC is the Chief Executive Officer of the ACC. 

4.6 Section 12(1)(a) requires that an authority to conduct a controlled operation 

must not be granted unless the authorising officer is satisfied on reasonable 

grounds that a relevant offence has been, is being or is likely to be 

committed. Relevant offence is defined in s 5 to mean -

(a) an offence against the law of this jurisdiction punishable by

imprisonment for 3 years or more; or

(b) an offence not covered by paragraph (a) that is prescribed for the

purposes of this definition, being an offence under any of the

following Acts -

(i) the Classification (Publications, Films and Computer
Ga,nes)Enforcement Act 1996;

(ii) The Criminal Code;

(iii) the Firearms Act 1973 (Firearms Act);

(iv) the FRM Act;

(v) the Misuse of Drugs Act;

(vi) the Prostitution Act;

(vii) the Weapons Act 1999 (Weapons Act).

4.7 Offences under all of those Acts, other than the Weapons Act and the 

Firearms Act, have been prescribed under reg 5; along with one offence 

under the Fish Resources Management Regulations 1995 (FRM 

Regulations). 

4.8 Section 12 also lists other matters that the authorising officer must take into 

account when considering an application to conduct a controlled operation. 

An authority to conduct a controlled operation must not be granted unless 

the authorising officer is satisfied on reasonable grounds of matters which 

include that any unlawful conduct will be limited to the maximum extent 

consistent with conducting an effective controlled operation, that the 

operation does not involve any participant in the operation inducing or 
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encouraging another person to engage in criminal activity of a kind that the 

other person could not reasonably have been expected to engage in unless 

induced or encouraged and that any conduct involved in the operation will 

not-

(i) seriously endanger the health or safety of any person; or

(ii) cause the death of, or serious injury to, any person; or

(iii) involve the commission of a sexual offence against any person; or

(iv) result in unlawful loss of or serious damage to property (other than

illicit goods).

4.9 A participant in an authorised operation may be a law enforcement officer or 

a civilian who is not a law enforcement officer. Section 12(3) provides that 

an authorising officer is not to authorise a civilian participant to participate 

in any aspect of a controlled operation unless satisfied that it is wholly 

impracticable for a law enforcement officer to participate in that aspect of 

the operation and is not to authorise a civilian participant to engage in 

controlled conduct unless satisfied that it is wholly impracticable for the 

civilian participant to participate in the aspect of that controlled operation 

without engaging in that conduct. 

4.10 Section 13 provides that when considering an application for authority 

to conduct a cross-border controlled operation an authorising officer is not 

to grant the authority unless, in addition to the matters provided for in s 12, 

the authorising officer is satisfied on reasonable grounds that: 

(a) the controlled operation will be, or is likely to be, conducted-

(i) in this jurisdiction and in one or more participating

jurisdictions; or

(ii) in one or more participating jurisdictions;

and 

(b) the nature and extent of the suspected criminal activity are such as to

justify the conduct of a controlled operation -

(i) in this jurisdiction and in one or more participating

jurisdictions; or

(ii) in one or more participating jurisdictions.
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4.11 Section 14 provides that when considering an application for authority 

to conduct a local controlled operating an authorising officer is not to grant 

the authority unless, in addition to the matters provided for in s 12, the 

authorising officer is satisfied on reasonable grounds that: 

(a) the controlled operation will be, or is likely to be, conducted wholly

in this jurisdiction; and

(b) the nature and extent of the suspected criminal activity are such as to

justify the conduct of a controlled operation in this jurisdiction.

4.12 There are a number of requirements of a form of authority to conduct a 

controlled operation, which are specified in s 15. An authority can be a 

formal authority, which is an authority in writing, or an urgent authority, 

which can be an oral authority and which can be granted if the authorising 

officer is satisfied that the delay caused by granting a formal authority may 

affect the success of the operation. Pursuant to s 15(6), the requirements of 

a fonn of authority include that the authority must identify -

• the principal law enforcement officer who is responsible for the conduct

of the operation;
• each person who may engage in controlled conduct for the purposes of

the controlled operation;

• the nature of the criminal activity in respect of which the controlled

conduct is to be engaged in;

• the nature of the controlled conduct that the law enforcement

participants may engage in;

• the particular controlled conduct, if any, that each such civilian

participant may engage in;

• the period of validity of the authority, which must not exceed 6 months

for a formal authority and must not exceed 7 days for an urgent

authority; and

• (to the extent known) the nature and quantity of any illicit goods that

will be involved in the operation and the route through which those

goods will pass in the course of the operation.

4.13 Section 15(8) provides that the authorising officer must, as soon as 

practicable after granting an urgent authority, make a record in writing of 

particulars of the authority. 
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4.14 Under s 23(1), an authority for a controlled operation authorises each 
law enforcement participant to engage in the controlled conduct specified in 
the authority in respect of law enforcement participants and authorises each 
civilian participant to engage in the particular controlled conduct specified 
in the authority in respect of that participant. 

4.15 Variation and cancellation of authorities are provided for in ss 17 to 22. 

4.16 There is limited power to grant retrospective authority for unlawful 
conduct under s 25, but only in respect of local controlled operations. If a 
participant in an authorised operation, in the course of that operation, 
engages in unlawful conduct which is not controlled conduct the principal 
law enforcement officer for the operation may, within 24 hours ( or any 
longer period that the authorising officer may, in exceptional circumstances 
allow) after the participant engages in that conduct, apply to the authorising 
officer for retrospective authority for the conduct. Retrospective authority 
must not be granted unless the authorising officer is satisfied of the 
conditions specified in s 25(6). These conditions include that the participant 
who engaged in the conduct believed on reasonable grounds that there was a 

������=��a · __ or _ peration to the 1-1,ealth 
Jif!""-��

-
atticip � o - -rso�a=--resttfFof the authoris .... 

operation or that criminal activity other than the activity in respect of which 
the authorised operation is being conducted had occurred, or was likely to 
occur and that there was a substantial risk that evidence relating to that 
criminal activity would be lost and the participant could not avoid that risk 
other than by engaging in that conduct. Retrospective authority must not be 
granted unless the authorising officer is also satisfied that the participant had 
not foreseen, and could not reasonably be expected to have foreseen, that 
those circumstances would arise. Section 26 provides that an authorising 
officer who grants a retrospective authority must provide the CCC with 
written details of the retrospective authority and the circumstances justifying 
it as soon as practicable and, in any case, no later than 7 days after it is 
granted. 

4.17 Sections 27 and 31 provide protection from criminal responsibility for 
participants in controlled conduct during authorised operations and for 
persons who engage in ancillary conduct connected with controlled conduct, 
such as aiding and abetting or conspiring to commit an offence that consists 
of controlled conduct. Section 27 provides that a participant who engages in 
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conduct in an authorised operation which conduct 1s an offence 1s not 
criminally responsible for the offence if -

(a) the conduct is authorised by, and is engaged in accordance with, the
authority for the operation; and

(b) the conduct does not involve the participant inducing or encouraging
another person to engage in criminal activity of a kind that the other
person could not reasonably be expected to engage in unless so
induced or encouraged; and

( c) the conduct does not involve the participant engaging in any conduct
that is likely to cause the death of or serious injury to any person or
that is a sexual offence; and,

( d) if the participant is a civilian, the participant acts in accordance with
the instruction of a law enforcement officer.

4.18 Section 21 provides that a person who engages in ancillary conduct is 
not criminally responsible for the offence if, at the time the person engaged 
in the ancillary conduct, the person believed that conduct engaged in by 
another person was controlled conduct by a participant in an authorised 

_ _ _ operation and the person was a partici_pan in o� gj:he ise �ri e to
know about the operation. 

-- --

4.19 Section 28 requires the chief officer of a law enforcement agency to 
indemnify a patiicipant in an authorised operation, other than a police 
officer, against any civil liability that the participant incurs for conduct if-

(a) the participant engages in the conduct in the course of and for the
purposes of the authorised operation; and

(b) the conduct does not involve the participant inducing or encouraging
another person to engage in criminal activity of a kind that the other
person could not reasonably be expected to engage in unless so
induced or encouraged; and

( c) the conduct does not involve the participant engaging in any conduct
that is likely to cause the death of or serious injury to any person or
that is a sexual offence; and

( d) if the participant is a civilian, the participant acts in accordance with
the instruction of a law enforcement officer;

( e) any requirements specified in the regulations have been met.

No requirements have been specified in the regulations. 
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4.20 If a person, other than a person engaged in criminal activity or a person 

who is a participant involved in the authorised operation, suffers loss of or 

damage to property as a direct result of an authorised operation, the State is 

required by s 32 to pay compensation to that person. If any such loss of or 

damage to property occurs the principal law enforcement officer for the 

operation is required by s 33 to report the loss or damage to the chief officer 

of the law enforcement agency as soon as practicable and the chief officer is 

to take all reasonable steps to notify the owner of the property of the loss or 

damage. 

4.21 Section 34 provides for recogmt1on of authorities issued under 

corresponding law. The provisions of sections of the Act identified in s 34 

apply to authorities issued under corresponding law, as if the authorities had 

been given under s 11. 

4.22 A scheme of record-keeping, reporting and monitoring of controlled 

operations is provided for in Division 4 of Part 2. Section 36 requires that 

within 2 months after completion of an authorised operation, the principal 

law enforcement officer for the operation must make a detailed report to the 

chief officer of the law enforcement agency. 

4.23 As soon as practicable after 30 June and 31 December each year the 

chief officer of each law enforcement agency is required by s 3 7 to submit a 

report to the CCC providing details of the number of formal authorities 

granted, varied and refused, the number of urgent authorities granted, varied 

and refused, the nature of the criminal activities against which the 

authorised operations were directed, the nature of the controlled conduct 

engaged in, the nature and quantity of any illicit goods involved in any of 

the operations and the route through which any illicit goods passed in the 

course of the operations, any loss of or serious damage to property or any 

personal injuries that occurred in the authorised operations, the number of 

authorities cancelled by the authorising officer or which expired and any 

seizure, arrest and prosecution arising from authorised operations. 

4.24 Section 38 requires the CCC, as soon as practicable after 30 June each 

year to prepare a report of the work and activities of the law enforcement 

agencies under Part 2 for the preceding 12 months and give a copy of the 

report to the Minister, who is to cause a copy of the report to be laid before 

each House of Parliament within 15 sitting days. 
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4.25 A chief officer of a law enforcement agency is required by s 39 to keep 
the applications, variations and authorities granted and cancelled and the 
reports on the authorised operations made by principal law enforcement 
officers, and is required by s 40 to keep a register of the details of each 
application and authorised operation. Section 41 requires the CCC, at least 
once every 12 months, to inspect the records of a law enforcement agency to 
determine the extent of compliance with Part 2 by the agency. 

5. Outline of Part 3 - assumed identities

5.1 Section 44 defines terms used in Part 3. Authority means an authority 
granted under s 48 to acquire or use an assumed identity, including the 
authority as varied under s 51. An issuing agency means a government 
issuing agency or a non-government issuing agency. A government issuing 

agency, in relation to an authority, means a government agency named in 
the authority that issues evidence of identity and a non-government issuing 

agency, in relation to an authority, means a person, body or entity ( other 
than a government issuing agency) named L.._he authPriJ: _!hat issu�s 
evidence of identity. A participating7u-Y1sdictiottmeans -- :S=tate; - -- -ry � --
or Commonwealth jurisdiction in which a coffesponding law is in force. A 
corresponding law is a law of another jurisdiction that coffesponds to Part 3 
and includes a prescribed law of another jurisdiction. The laws of other 
jurisdictions which have been prescribed for this purpose are contained in 
regulation 4(2) of the regulations. They are: 

(a) the Crimes Act Part IAC;

(b) the Law Enforcement and National Security (Assumed Identities)
Act 2010 (New South Wales);

(c) the Crimes (Assumed Identities) Act 2004 (Victoria);

(d) thePPRActChapter 12;

(e) the Criminal Investigation (Covert Operations) Act 2009 (South
Australia) Paii 3;

(f) the Police Powers (Assumed Identities) Act 2006 (Tasmania);

(g) the Crimes (Assumed Identities) Act 2009 (Australian Capital
Teffitory);



18 

(h) the Police (Special Investigative and Other Powers) Act (Northern
Territory) Part 3.

5.2 Section 47 provides that a law enforcement officer of a law enforcement 
agency may apply to the authorising officer for the agency for authority for 
the law enforcement officer or any other person to acquire an assumed 
identity or to use an assumed identity. Formal applications are to be made 
in writing; however an urgent application can be made orally, in which case 
as soon as practicable after making the application the applicant must make 
a record in writing of the application and give a copy of it to the authorising 
officer. Section 3 provides that the authorising officer in relation to 
W APOL and the fisheries department is the Commissioner of Police, and in 
relation to the ACC is the Chief Executive Officer of the ACC. 

5.3 Section 48(2) provides that an authority to acquire or use an assumed 
identity must not be granted unless the authorising officer is satisfied on 
reasonable grounds that the assumed identity is necessary for the 
investigation of, or intelligence gathering in relation to, criminal activity, or 
the training of persons for those purposes or an administrative function in 
support of such a purpose; that the risk of abuse of the assumed identity by 
the authorised person is minimal rufil)JFi�e� of: an application for an 
authorisation of an assumed identity for a person who is not a law 
enforcement officer, that it would be impossible or impracticable for a law 
enforcement officer to acquire or use the assumed identity for the purpose 
sought. Under s 48(3), if authority is granted for a person who is not a law 
enforcement officer to acquire or use an assumed identity, the chief 
executive officer of the law enforcement agency must appoint a law 
enforcement officer to supervise the acquisition or use of the assumed 
identity. 

5 .4 The requirements of a form of authority to acquire or use an assumed 
identity are specified in s 49. An authority can be a fonnal authority, which 
is an authmity in writing, or an urgent authority, which can be an oral 
authority. An oral authority can be granted if the authorising officer is 
satisfied that the delay caused by granting a formal authmity may affect the 
success of a law enforcement operation. The requirements of a form of 
authority include that the authority must identify: 

• the period of validity of an urgent authority, which must not exceed 7
days;

• the details of the assumed identity authorised;
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• details of any evidence of the assumed identity that may be acquired

under the authority;

• the conditions (if any) to which the authority is subject;

• why the authority is granted;
• the name of the officer or officers to which the authority relates, if it

relates to an authorised officer;

• the name of the authorised civilian, if it relates to an authorised civilian,

in which case it must also contain the name of the authorised civilian's

supervisor; and

• if the authority is a fo1mal authority, the period of validity of the
authority, which must not exceed 3 months.

5 .5 The authority must also state each issuing agency to which a request for 

evidence of assumed identity may be made under s 58 or a request to an 

issuing agency of a participating jurisdiction may be made under s 69; 

whether the authority authorises an application under s 54 for an order for 

an entry in the Register kept under the Births, Deaths and Marriages 

Registration Act 199 5 or in a register of births, deaths or marriages under a 

corresponding law; and each participating jurisdiction in which an assumed 

identity may be used. The authorising officer must, as soon as practicable 

after granting an urgent authority, make a record in writing of particulars of 

the authority. 

5.6 Sections 50 to 52 deal with the duration, variation and cancellation of an 
authority. 

5.7 The authorising officer must, under s 53, periodically review each formal 
authority which he or she, or his or her delegate, has granted. The review 
must be conducted at least once every 12 months. The purpose of a review 
is to dete1mine whether use of the assumed identity under the fonnal 
authmity is still necessary and, if the authorising officer is satisfied on a 
review that use of the assumed identity under the formal authority is no 
longer necessary, he or she must cancel the authority under s 52 or, if the 
authorising officer is satisfied on a review that use of the assumed identity 
under the fonnal authority is still necessary, he or she must record his or her 
opinion, and the reasons for it, in writing. 



5.8 The chief officer of a law enforcement agency, the chief officer of a law 
enforcement agency under a corresponding law or the chief officer of an 
intelligence agency, as defined in paragraph (a) of the definition of chief 
officer in the Crimes Act s 15K, may apply to the Supreme Court, under s 
54, for an order that the Registrar of Births, Deaths and Marriages make an 
entry in the Register of Births, Deaths and Marriages or that the Registrar 
issue a certificate of birth, death or marriage in relation to the acquisition of 
an assumed identity under an authority or a corresponding authority. The 
Supreme Court may make such an order only if satisfied that the order is 
justified having regard to the nature of the activities undertaken or to be 
undertaken by the person under the authority or the corresponding authority. 

5.9 If the authorising officer grants an authority under s 48 authorising a request 
for evidence of an assumed identity under s 58 to be made the chief officer 
of the law enforcement agency may, under s 58, request the chief officer of 
an issuing agency to produce and give evidence of an assumed identity in 
accordance with the request. Section 59 requires the chief officer of a 
government issuing agency who receives such a request to comply with the 
request. Section 60 provides that the chief officer of a non-government 
issuing agency who receives such a request may comply with the request. 
The chief officer who made a reque�st under s 58 lllay, under s 61, direct the 
chief officer of the issuing agency to canceI::cevidence produced in response 
to the request and the chief officer of the issuing agency must comply with 
that request. Section 62 protects from criminal liability the officers of 
issuing agencies who comply with requests under s 58 or directions under s 
61. 

5 .10 Section 65 provides protection from criminal liability for persons 
authorised to acquire or use an assumed identity. If an authorised person 
does something, whether in this jurisdiction or elsewhere, that, apart from 
the section, would be an offence, that person is not criminally responsible 
for the offence if the thing is done in the course of acquiring or using an 
assumed identity in accordance with an authority; and the thing is done, in 
the case of an authorised officer, in the course of duty or, in the case of an 
authorised civilian, in accordance with any direction by the civilian's 
supervisor under the authority; and doing the thing would not be an offence 
if the assumed identity were the person's real identity. 

5.11 Indemnities for authorised persons are provided for in s 66. The 
chief officer of the law enforcement agency concerned must indemnify an 
authorised person for any liability incurred by that person because of 
something done by that person, whether in this jurisdiction or elsewhere, if 
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the thing is done in the course of acquiring or using an assumed identity in 
accordance with an authority; and the thing is done, in the case of an 
authorised officer, in the course of duty or, in the case of an authorised 
civilian, in accordance with any direction by the civilian's supervisor under 
the authority; and any prescribed requirements have been met. No 
requirements have been prescribed. 

5.12 If the authorising officer grants an authority under s 48 authorising a 
request for evidence of an assumed identity under s 69 to be made, the chief 
officer of the law enforcement agency may, under s 69, request the chief 
officer of an issuing agency of a participating jurisdiction to produce 
evidence of the assumed identity in accordance with the authority; give 
evidence of an assumed identity in accordance with the request; and create 
or alter such other records as the chief officer of the issuing agency thinks 
necessary to support the evidence of the assumed identity. Section 70 
applies. where issuing agencies receive requests from corresponding 
authorities for evidence of assumed identities. Government issuing agencies 
must comply with such requests and non-government issuing agencies may 
do so. 

5 .13 Section 7 4 prohibits the misuse of assumed identities. An 
authorised officer must not acquire evidence of or use an assumed identity 
except in accordance with the authority for the assumed identity and in the 
course of duty. An authorised civilian must not acquire evidence of or use 
an assumed identity except in accordance with the authority for the assumed 
identity and the directions of the civilian's supervisor. The maximum 
penalty for a breach of s 7 4 is imprisonment for 2 years. 

5 .14 As soon as practicable after the end of each financial year, the chief 
officer of a law enforcement agency is required, by s 76, to submit a report 
to the Minister providing information as to the number of authorities granted 
during the year, a general description of the activities undertaken by 
authorised persons when using assumed identities, the number of 
applications for authorities that were refused during the year, whether or not 
any fraud or other unlawful activity was identified by an audit under s 78 
during the year and any other information relating to authorities and 
assumed identities and the administration of Part 3 that the Minister 
considers appropriate. The Minister is to cause a copy of the repo1i to be 
laid before each House of Parliament within 15 sitting days from the day on 
which the report is received by the Minister. 
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5 .15 The chief officer of a law enforcement agency is required by s 77 to 
cause appropriate records to be kept about the operation of Part 3 in respect 
of the agency. The records must include the date on which an authority was 
granted, varied or cancelled and the name of the person who granted, varied 
or cancelled it, the name of the authorised person under the authority, 
together with details of the assumed identity to which the authority applies, 
details of any request made to an issuing agency under s 58 in respect of the 
authority, the general nature of the duties undertaken by the authorised 
person under the assumed identity, general details of relevant financial 
transactions entered into using the assumed identity and details of reviews 
of the authority under s 53. 

5 .16 Section 78 requires the chief officer of a law enforcement agency to 
arrange for the records kept under s 77 for each authority in respect of the 
agency to be audited at least once every 6 months while the authority is in 
force and at least once in the 6 months after the cancellation or expiry of the 
authority. The results of an audit are to be reported to the chief officer. 

6. Use of the CICP Act

6.1 The tables below summarise the extent to which the Act has been used since 
it came into force. The infonnation contained in the tables has been taken 
from the annual reports that have been tabled in Parliament as required by 
the Act. 



6.1 Controlled operations under Part 2 

WAPOL 

Year Controlled Applications Variations of 

operations refused authorities 

authorised granted 

2012 20 0 Not disclosed 
- in CCC 

2013 annual 

compliance 

report 

2013 49 Not 15 
- disclosed in 

2014 CCC annual 

compliance 

report 

Retrospective Cross-border 

autho1ities controlled 

applied for operations 

granted 

0 Not disclosed 

in CCC 

annual 

compliance 

report 

0 Not disclosed 

in CCC 

annual 

compliance 

report 

23 

Controlled Number of Criminal activity 

operations those investigated in completed 
completed completed controlled operations 

controlled 

operations 

which resulted 

in charges in 

the reporting 

period 

5 4 The sale or supply of 

prohibited drugs, the 

possession, sale, supply or 

disposal of fireann or 

ammunition, seeking 

prostitute in or in view or 

within hearing of public 

place and unlicensed 

manufacture of fireanns 

48 26 Sale or supply of a 

prohibited drug, racial 

harassment, incitement to 

racial animosity, criminal 

damage, fireanns offences, 

receiving stolen property, 

robbery, burglary, stealing, 

manufacture or preparation 
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of a prohibited drug, 

possession of ce1iain 

substances or things, 

corruption, unlawful use of 

a computer, criminal 

damage, trespass, 

possession of a thing for 

graffiti, unlicensed 

possession of dangerous 

goods (aggravated), 

property laundering, 

gaming and wagering 

offences 

2014 47 2 14 0 0 49 19 Drug related offences, 
- corruption, receiving stolen 

2015 prope1iy, unlawful use of 

computer, fiream1s 

offences, burglary, 

property laundering, 

stealing, prostitution 

offences, grievous bodily 

hann, possession of child 

exploitation material, 

possession of dangerous 

goods, robbery, sexual 

offences against a child 
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2015 38 0 8 0 0 44 25 Drug offences, receiving 
- stolen prope1iy, stealing, 
2016 burglary, fireanns 

offences, con-uption, 

unlawful use of a 

computer, robbery, 

indecent/sexual offences 

against children, assault 

with intent, forging 

records/possession or 

supply of identification 

material with intent to 

commit indictable offence, 

attempt to pervert the 

course of justice 

2016- 44 1 7 0 1 38 23 Drug offences, receiving 

2017 stolen property, con-uption, 

unlawful use of a 

computer, fireanns 

offences, serious assault, 

attempt to procure another 

person to commit a serious 

offence 

2017 56 1 28 0 1 51 29 Drug offences, dealing 
- in/receiving stolen 

2018 property, fireanns 

offences, attempt to 

procure another to commit 

an indictable offence, 
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murder, conspiracy to 

commit a serious offence, 

threat with intent to 

influence, property 

laundering, fraud, 

prostitution, unauthorised 

disclosure of official 

infonnation, unlawful use 

of a restricted access 

computer system 
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Fisheries department 

Year Controlled Applications Variations of Retrospectiv Cross-border Controlled Number of Criminal activity 
operations refused authorities e authorities controlled operations those investigated in 
authorised granted applied for operations completed completed completed controlled 

granted controlled operations 

operations 

which 

resulted in 

charges in 

the reporting 

period 

2012-2013 0 0 0 0 0 0 0 None 

2013-2014 1 Not Not Not Not 1 0 Sale of fish taken 

disclosed m disclosed m disclosed m disclosed m unlawfully 

CCC annual CCC annual CCC annual CCC annual 

compliance compliance compliance compliance 

report report report report 

2014- 2015 3 0 0 0 0 2 1 Unlawful obtaining, 

purchase, possession 

and sale/trafficking 

of fish products 

2015 - 2016 3 0 1 0 0 3 0 Unlawful obtaining, 

possession of and 

dealing in rock 

lobsters and other 

fish 
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2016-2017 1 0 3 0 0 0 0 None 

2017 - 2018 2 0 2 0 0 2 0 Unlawfully 

obtaining, 

possession of and 

dealing in rock 

lobster and other 

fish 



29 

ACC 

Year Controlled Applications Variations of Retrospectiv Cross-border Controlled Number of Criminal activity 
operations refused authorities e authorities controlled operations those investigated in 
authorised granted applied for operations completed completed completed controlled 

granted controlled operations 

operations 

which 

resulted in 

charges in 

the reporting 

period 

2012-2013 0 0 0 0 0 0 0 None 

2013-2014 0 0 0 0 0 0 0 None 

2014- 2015 0 0 0 0 0 0 0 None 

2015- 2016 0 0 0 0 0 0 0 None 

2016-2017 0 0 0 0 0 0 0 None 

2017 - 2018 0 0 0 0 0 0 0 None 



6.2 Assumed identities under Part 3 

WAPOL 

Year 

2012-2013 

2013-2014 

2014-2015 

Authorities 

granted 

405 

I 343 

I 234 

Activities undertaken by authorised persons using 

assumed identities 

Used for the following purposes: 

1. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of persons for the investigation
of, or intelligence-gathering in relation to
criminal activity;

3. Administrative :functions in support of
investigation of, or intelligence-gathering in
relation to criminal activity

I Used for the following purposes: 

1. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of persons for the investigation
of, or intelligence-gathering in relation to
criminal activity;

3. Administrative :functions 111 support of
investigation of, or intelligence-gathering in
relation to criminal activity

I Used for the following purposes: 

1. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of pers()11_S for the investigation

Applications for 

authorities that were 

refused 

0 

I 1 
- --··-

I 1

30 

Fraud or other unlawful 

activity identified in the 

course of audit of 

records 

0 

lo 

lo 
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of, or intelligence-gathe1ing in relation to 

criminal activity; 

3. Administrative functions in supp01t of
investigation of, or intelligence-gathering in
relation to criminal activity

2015-2016 364 Used for the following purposes: 1 0 

1. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of persons for the investigation
of, or intelligence-gathering in relation to
criminal activity;

3. Administrative functions 111 support of
investigation of, or intelligence-gathering in

relation to criminal activity

2016-2017 244 Used for the following purposes: 9 0 

1. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of persons for the investigation
of, or intelligence-gathering in relation to

criminal activity;

3. Administrative functions 111 support of
investigation of, or intelligence-gathering in

relation to criminal activity

2017-2018 305 Used for the following purposes: 0 0 

I. Investigation of or intelligence gathering in
relation to criminal activity;

2. The training of persons for the investigation
ot: or intelligence-gathering in relation to
criminal activity;

3. Administrative functions 111 support of 



investigation of, or intelligence-gathering m 
relation to criminal activity 

32 
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Fisheries department 

Year Authorities Activities undertaken by authorised persons using Applications for Fraud or other unlawful 

granted assumed identities authorities that were activity identified in the 

refused course of audit of 

records 

2012-2013 0 None 0 0 

2013-2014 9 Investigation into offending against the FRM Act 0 0 

2014-2015 19 Investigation of, or intelligence-gathering in relation 0 0 

to, criminal activity 

2015-2016 15 Investigation of, or intelligence-gathering in relation 0 0 

to, criminal activity 

2016-2017 0 Investigation of, or intelligence-gathering in relation 0 0 

to, criminal activity 

2017 2018 7 Investigation of, or intelligence-gathering in relation 0 0 

to, criminal activity 
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ACC 

Year Authorities Activities undertaken by authorised persons using Applications for Fraud or other unlawful 

granted assumed identities authorities that were activity identified in the 

refused course of audit of 

records 

2012-2013 0 None 0 0 

2013-2014 0 None 0 0 

2014-2015 0 None 0 0 

2015-2016 0 None 0 0 

2016-2017 0 None 0 0 

2017-2018 0 None 0 0 
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7. Overview of analysis

Introduction 

The CICP Act's long title provides: 

An Act to facilitate criminal investigations and intelligence-gathering in 

relation to criminal activity by providing for -

• the authorisation, conduct and monitoring of covert law enforcement
operations; and

• the acquisition and use of assumed identities by participants in covert
law enforcement operations;

I have considered the effectiveness of Parts 2 and 3 in achieving those purposes 
and minimising the risk of abuse of the powers provided by them. 

Submissions received 

7 .1 The Commissioner of Police submitted that the powers to conduct 
controlled operations and to authorise the acquisition and use of assumed 
identities are crucial to the effectiveness of WAPOL in identifying and 
prosecuting those responsible for criminal activity. 

7 .1 The effectiveness of authorised operations is best demonstrated by the fact 
that there has been an increase in the types of criminal activity targeted by 
controlled operations. Prior to the introduction of the CICP Act, controlled 
operations were limited to drug investigations. Although applications under 
the Act remain primarily for the purpose of drug investigations, there has 
been an increase in authorisations targeting non-drug related offences. 

7 .2The Commissioner of Police anticipates that over time there will be an 
increase in non-drug related controlled operations. As a direct consequence 
this will increase the capacity of W APOL to effectively investigate and 
combat a much broader range of criminal offending. 

7 .3 The Commissioner of Police also submitted that the safeguards, protections 
and requirements in Paiis 2 and 3 of the CICP Act are appropriate means of 
ensuring that police officers are accountable for their actions and decisions 
and are sufficient to ensure that officers adhere to the requirements of the 
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Act. The inspection and reporting requirements of the Act also give the 
community confidence that WAPOL will be held accountable for the use of 
the powers that the Act provides. 

7.4 The DPIRD submitted that the most effective methodology to deal with 
illegal sale offences is controlled operations, suppo1ied by the use of 
assumed identities. The use of assumed identities to support intelligence 
gathering in a broad range of offending also supports efficient, effective and 
safe investigative practices and successful outcomes. 

7.5 The DPIRD also submitted that the main controls around abuse of power 
come from policies, procedures, recruitment standards, ongoing assessment 
of operatives, external agency integrity and oversight procedures and 
internal governance. The legislated inspection regime provides some 
oversight that may identify anomalies indicative of abuse, but essentially it 
is internal mechanisms not part of the legislation that provide the most 
governance around the powers. The significant penalties under the CJCP

Act constitute a substantial deterrent to abuse. 

ANALYSIS 

• In the following pages of this review I have considered specific provisions
of Parts 2 and 3 of the CICP Act. In some cases I have made
recommendations on amendments to the Act which I consider would
improve the operation and effectiveness of Parts 2 and 3.

• Having considered the specific provisions, and the submissions that I have
received, it is my view that Parts 2 and 3 of the CJCP Act provide law
enforcement agencies with tools that they need to investigate serious crime
effectively. It is also my view that Parts 2 and 3 ensure accountability of
law enforcement agencies and law enforcement officers in the use of the
powers that the Parts provide and that the Parts minimise the risk of abuse
of those powers through an appropriate system of oversight and monitoring.

• While it is important that law enforcement agencies have appropriate
policies and procedures around the use of cove1i powers, such internal
controls would not be sufficient on their own. It is also necessary that there
be a complete, robust and rigorous external system of accountability as to
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the use of the powers that the Parts provide. Parts 2 and 3 provide such a 
system. 

8. Authorisation of controlled operations and the acquisition and use of
assumed identities by the fisheries department

Introduction 

Officers of the fisheries department's Serious Offences Unit must make 

applications for authority for a controlled operation and applications for 

authority to acquire or use an assumed identity to the Commissioner of Police. I 

have considered whether the Commissioner of Police is the appropriate person 

to authorise controlled operations by officers of the fisheries department and the 

acquisition and use of assumed identities by those officers. 

Submissions received 

8.1 The Commissioner of Police submitted that while authorisation by the 
Commissioner of Police may be considered a safeguard to ensure that 
officers of the fisheries department using the powers contained in Patts 2 and 
3 comply with the requirements of the Act, W APOL would have no 
objection to the applications being granted internally by an authorising 
officer within the fisheries department. Officers in the fisheries department 
are best placed to make determinations about operational matters within that 
department. 

8.2 The DPIRD is comfortable with the Commissioner of Police assessing and 
approving applications by officers of the fisheries department and suppo1ts 
this arrangement continuing. The DPIRD takes this view because: 

• by viliue of dealing with a high volume of applications and operations,
W APOL has extensive experience and understanding of the issues
relevant to assessment and approval of applications;

• the process facilitates access by the fisheries depaiiment to specialist
lawyers at W APOL to assist with applications;
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• W APOL has specialist and comprehensive law enforcement knowledge
which may not be available within the fisheries department;

• the process provides an opportunity for independent assessment and
comparison;

• the process is working well;
• apart from minimal administrative eITors there have been no adverse

findings from audits of the process;
• feedback to the fisheries department from WAPOL has been positive;
• the workload on W APOL is not overly onerous, due to the small number

of applications made each year;
• the applications by the fisheries department are first reviewed by legal

officers exten1al to the two agencies so they don't require significant
changes from a legal perspective;

• the process fosters good knowledge transfers between the two agencies;
and

• the process provides opportunities and comfort to executives from both
agencies due to familiarity and experience derived from the applications.

ANALYSIS 

• The cmrent system of approval by the Commissioner of Police of controlled
operations and the acquisition and use of assumed identities by officers of
the fisheries department is working well. The fisheries department takes
care to ensure that its applications are complete, and the two agencies have a
good working relationship.

• However, it seems to me that there is good reason why the authorising
officer for the fisheries department should be the chief executive officer of
the fisheries department and not the Commissioner of Police, and no good
reason why the Commissioner of Police should remain the authorising
officer for the fisheries department.

• The Commissioner of Police has no ongoing role in an investigation by the
fisheries department, unless the investigation is a cooperative investigation
by the two agencies. The fact that the Commissioner of Police has
authorised a controlled operation or the acquisition or use of an assumed
identity has the potential to create a misleading impression that W APOL has
some ongoing role or responsibility for the operation by the fisheries
department involving the controlled operation or the assumed identity.
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• The record creating, record keeping, auditing and monitoring provisions of
the Act provide safeguards to ensure that the Act is being complied with and
the extraordinary powers that it provides are not being misused. The two
agencies can continue to cooperate with each other and to share their
knowledge where it is appropriate to do so. It is clear that the fisheries
department has a good knowledge of the provisions of the Act and what
must be done to comply with it.

RECOMMENDATION 

I recommend that the CICP Act be amended to provide that the chief executive 

officer of the fisheries department is the authorising officer for applications by 

officers of the fisheries department's Serious Offences Unit for authority for a 

controlled operation and applications for authority to acquire or use an assumed 

identity. 

9. Range of offences that can support an application for approval of a
controlled operation

Introduction 

An authority to conduct a controlled operation may be granted if the authorising 

officer is satisfied on reasonable grounds that an offence punishable by 3 years' 

imprisonment, or an offence prescribed under the CICP Act, has been, is being, 

or is likely to be committed. 

I have considered whether the range of offences for which a controlled 

operation may be authorised is appropriate. 
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Submissions received 

9.1 The Commissioner of Police submitted that the effectiveness of the CICP 
Act could be enhanced with the introduction of a system which recognises 
the complexity of an operation, and enables simple, low level 'minor' 
investigations to be internally authorised without requiring a formal 
controlled operation. He submitted that the models adopted in Queensland 
and Victoria have increased the effectiveness of the controlled operations 
legislation of those States. 

9 .2 Alternative authorisations, with varied requirements, altered to suit the 
immediacy of operational requirements, and limited by conditions which 
justify the nature and extent of controlled conduct may reduce delays in 
obtaining an authorisation and assist W APOL to be more agile and 
responsive in a dynamic operational environment. 

9.3 The DPIRD submitted that while a thorough examination and review had 
not been conducted to consider other offences that could be the subject of 
controlled operations, there are likely to be additional offences that would 
be suitable for the use of controlled operations, especially if 'minor' 
operations were established. While the use of controlled operations has 
always been primarily considered for serious offences, the powers and tools 
used in controlled operations may also provide highly efficient means of 
identifying and managing less serious offending. 

9 .4 Although the ACC has not used the controlled operation or assumed identity 
provisions of the CICP Act, it regularly conducts joint investigations with 
WAPOL. In the ACIC's submission, the definition of 'relevant offence' 
appears broad enough to cover a range of offences that are commonly 
investigated by W APOL and the fisheries department. The ACIC noted that 
the minimum threshold of 3 years' imprisonment is consistent with the 
definition of 'serious Commonwealth offence' in the Crimes Act. 

9 .5 In its submission, the CCC observed that controlled operations are generally 
used to investigate particularly serious offences that attract more significant 
penalties than 3 years' imprisonment. More than 200 of the completed 
W APOL controlled operations inspected by the CCC have targeted drug 
offences, mainly the sale or supply of prohibited drugs, for which the 
maximum penalty under the Misuse of Drugs Act is a penalty of up to 25 
years' imprisonment. The majority of the other offences the subject of 
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controlled operations have been the more serious offences contained in the 
Criminal Code, such as child sexual offences, serious assault, attempting to 
procure another person to commit an indictable offence, robbery and 
conuption. There have been times when less serious offences have been 
targeted by WAPOL, but it is the CCC's observation that such offences are 
likely to be part of an investigation which includes more serious offences. 

9.6 The CCC noted that offences targeted by the fisheries department in 
controlled operations may involve lower penalties than those targeted by 
W APOL. However, the applications by the fisheries department for 
authority to conduct a controlled operation inspected by the CCC have been 
notably detailed. The applications have contained information that 
demonstrated why the controlled operation was considered warranted and 
provided a basis upon which the authorising officer could be satisfied that a 
controlled operation was justified. 

9.7 Overall, the CCC does not have any concerns about the relevant offences 
that are currently being targeted through the use of controlled operations by 
WAPOL or the fisheries department. 

9.8 In a letter to me the Parliamentary Inspector of the CCC info1med me that 
he saw no reason to believe that the net should be cast more widely in 
relation to the offences under investigation in controlled operations. 

ANALYSIS 

• There are two aspects to the definition of a relevant offence, namely, an
offence punishable by 3 years' imprisonment or an offence that is
prescribed, which may be a less serious offence. However, the authorisation
process for the approval of controlled operations ensures that the
extraordinary power of pennitting law enforcement officers to break the law
is not lightly undertaken, including in those cases where the offences being
investigated are punishable by less than 3 years' imprisonment.

• The CCC has adopted a rigorous approach to its inspection and annual
reporting of the authorisation of controlled operations. The offences the
subject of investigation by W APOL in controlled operations have been
serious offences, sometimes also involving less serious offences that are
likely to be connected with serious offences. The offences the subject of
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investigation by the fisheries department in controlled operations have 
involved lesser penalties, but the Act's requirements for an application for 
authority to conduct a controlled operation mean that there has been a 
demonstrated basis as to why the controlled operation was justified. 

• I am satisfied that the range of offences for which a controlled operation
may be authorised is appropriate.

• Later in this review, I deal with submissions that, in the case of minor
operations, consideration could be given to a less onerous system of
authorisation of activities by law enforcement officers that would otherwise
be illegal.

10. Offences created by the Aquatic Resources Management Act 2016 (ARM
Act) and the Aquatic Resources Management Regulations 2016 (ARM
Regulations)

Introduction 

Offences under the FRM Act and the FRM Regulations are prescribed under reg 

5 of the CICP Regulations as offences for which an authority to conduct a 

controlled operation may be granted. 

When the whole of the ARM Act comes into operation it will repeal the FRM 

Act. The offences under the FRM Act and the FRM Regulations for which 

controlled operations may be authorised will no longer exist. Rather, there will 

be other offences under the ARM Act and the ARM Regulations. I have received 

a submission as to the impact of these changes on the range of offences for 

which an authority to conduct a controlled operation may be granted. 

Submission received 

10.1 The DPIRD submitted that the FRM Act and the ARM Act are very 
different structurally and the mechanisms built into the CICP Act to reflect 
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the ptiority of offences of the FRM Act do not adapt well to the framework 
of the ARM Act. It was submitted that if the CJCP Act and the CICP 
Regulations do not reflect the stmcture and intent of the new ARM Act there 
will be a significant legal process to amend the CJCP Regulations. It was 
also submitted that the repeal of the FRM Act and replacement with the ARM 
Act may leave significant high risk fisheries unable to be protected using 
authotities under the CJCP Act and may create significant dismption if an 
authotity was in place and an investigation under s 74 of the FRM Act was 
underway <luting the transitional petiod. 

ANALYSIS 

• Any investigation underway when the FRM Act and the FRM Regulations

are repealed would be able to continue, by reason of the saving provisions
contained in s 37 of the Interpretation Act 1984.

• The consequential amendments to the CJCP Act made by Part 19, Division 4
of the ARM Act which will come into operation when the FRM Act is
repealed will ensure that, in appropriate cases, the provisions of Parts 2 and
3 of the CICP Act will apply to the investigation of offences under the ARM
Act.

• There is clearly a need for an analysis to be done of the provisions of the
ARM Act and the ARM Regulations to determine which offences under them
are so serious as to warrant investigation under a controlled operation,
notwithstanding that the maximum penalty is under 3 years' imprisonment,
so that those offences can be prescribed under the CJCP Regulations.

• However, it is not within the scope of this review to undertake that analysis.

11. The review and amalgamation of government departments

Introduction 

I have received a submission as to the impact of the review and amalgamation 

of government departments on the practical operation of the use of the powers 

contained in Parts 2 and 3 of the CJCP Act. 
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Submission received 

11.1 The DPIRD submitted that the processes of review of government 
departments has resulted in a broader work portfolio requirement on all law 
enforcement officers within the department, with portfolios and legislation 
now covering Animal Welfare and Biosecurity legislation. 

11.2 The submission noted that the definition of 'law enforcement officer' in s 
3 of the CJCP Act was limited, in the case of fisheries officers, to fisheries 
officers holding a prescribed office in the fisheries department and that the 
prescribed office under reg 3 of the CICP Regulations is the office of 
employment in the fisheries department's Serious Offences Unit. The 
submission observed that the appointment mechanism and related 
restrictions are complex, and are not required in other law enforcement 
agencies. 

11.3 The DPIRD submitted that additional offences or changes to the 
legislative appointment framework of the officers may be required to reflect 
the duties undertaken, or expected to be undertaken, under the new 
arrangements for amalgamated departments. 

ANALYSIS 

• The consequential amendments to the CJCP Act made by Part 19, Division 4
of the ARM Act which will come into operation when the FRM Act is
repealed will ensure that, in appropriate cases, the provisions of Parts 2 and
3 of the CICP Act will apply to fisheries officers investigating offences
under the ARM Act.

• There is clearly a need for an analysis to be undertaken of the structure of
the seniority of investigating fisheries officers in the DPIRD to ensure that
an office which has sufficient seniority and which requires appropriate
training and experience is prescribed in the CICP Regulations as the office,
the holding of which, falls within the definition of 'law enforcement officer'
in the CICP Act.

• However, it is not within the scope of this review to undertake that analysis.
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12.Whether s 12 of the CICP Act should expressly require that the
authorising officer be satisfied that a controlled operation is justified

Introduction 

Section 12 of the CJCP Act lists matters that must be taken into account by an 

authorising officer when considering an application for authority to conduct a 

controlled operation. 

For example, under s 12(l )(a) the authorising officer must be satisfied that a 

relevant offence has been, is being or is likely to be committed. When an 

authorising officer is considering an application for authority to conduct a 

controlled operation, unlike s15GI of the Crimes Act, s 12 of the CICP Act does 

not require that the authorising officer be satisfied that the nature and extent of 

the suspected criminal activity are such as to justify the controlled operation. 

However, this requirement is contained in s 13, in the case of cross-border 

controlled operations, and s 14, in the case of local operations. I have 

considered whether s 12 of the CICP Act should expressly provide that an 

authorising officer needs to be satisfied that the proposed controlled operation is 

justified. 

Submission received 

12.1 The ACIC noted the express requirement in s 15GI of the Crimes Act for 
the authorising officer to be satisfied that the nature and extent of the 
suspected criminal activity are such as to justify the controlled operation, 
and submitted that it may be appropriate to consider whether such a 
requirement should be included in s 12 of the CICP Act. 

ANALYSIS 

• There is no substantive difference between the provisions of the two Acts in
this area, simply a difference in location in the Acts of the provisions which
contain the requirement that the authorising officer be satisfied that the
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nature and extent of the suspected criminal activity are such as to justify the 
conduct of a controlled operation. 

I do not recommend that s 12 of the CICP Act be amended to require the 

authorising officer to be satisfied that the nature and extent of the suspected 

criminal activity are such as to justify the controlled operation. 

13. The identifying of suspects in an application

Introduction 

Section 15(6)(i) of the CICP Act requires an authority to conduct a controlled 

operation to identify (to the extent known) any suspect. I have received a 

submission as to the practicality of this requirement. 

Submission received 

13.1 The DPIRD submitted that it is not unusual for offending under some 
legislation to occur within a broad group that may be limited in some way. 
The illegal activity may be confined, but not necessarily to an identified 
person or persons. It was submitted that ideally there would be a 
mechanism under the CICP Act so that an operation could be targeted to 
limited areas without being constrained to a named person or persons, which 
would allow operational flexibility and credibility of operatives. 

ANALYSIS 

• The requirement in an authority to conduct a controlled operation to
identify, to the extent known, any suspect is part of the scheme in the CICP

Act for record keeping to enable effective oversight and monitoring of the
engagement by law enforcement agencies in unlawful conduct. While the
requirement may provide some reduction in operational flexibility, it seems
to me that the need to ensure that there can be effective oversight and
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monitoring of controlled operations means that the requirement should be 
maintained. 

I do not recommend any change to s 15(6)(i) of the CICP Act.

14. A less onerous scheme for short term, minor controlled operations

Introduction 

I received submissions that minor operations by law enforcement agencies 

could be subject to a less onerous system of authorisation of activities that 

would otherwise be illegal. 

Submissions received 

14.1 As I have said the Commissioner of Police submitted that the 
effectiveness of the CICP Act could be enhanced with the introduction of a 
system which recognises the complexity of an operation, and enables 
simple, low level 'minor' investigations to be internally authorised without 
requiring a forn1al controlled operation. The submission noted that the 
models adopted in Queensland and Victoria have increased the effectiveness 
of the controlled operations legislation of those States. 

14.2 The DPIRD submitted that currently, in ce1iain circumstances, the 
administrative procedures and timeframes required to obtain an authority to 
conduct controlled operations do not provide enough agility to respond to 
intelligence information quickly. It was submitted that if sho1i timeframe 
operations (such as 7 days) could be approved with reduced administrative 
requirements and at a lower executive level, this would provide an 
opportunity to secure a conviction or support a more detailed formal 
application for an authority to conduct a controlled operation. 
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ANALYSIS 

• The issue of whether a lower level of authorisation should be allowed for

minor controlled operations has been the subject of debate and analysis for
many years. In November 2003 the Standing Committee of Attorneys
General and Australasian Police Ministers Council Joint Working Group on
National Investigation Powers issued a report on Cross-Border Investigative
Powers for Law Enforcement. This report recommended model laws
covering controlled operations, assumed identities, electronic surveillance
and witness anonymity to enable law enforcement agencies to adopt a
nationally coordinated and cooperative approach to law enforcement.

• The Joint Working Group members were aware that the law in some
jurisdictions allowed a lower level of authorisation for minor controlled
operations that are short term and involve lower levels of risk. The
members debated at length whether the cross-border proposals should
similarly distinguish between major and minor controlled operations, with
the latter requiring a lower level of approval. However, the members of the
Joint Working Group were unable to agree on suitable criteria to identify
minor operations.

5 The model laws did not provide for minor controlled
operations.

• In Victoria, the Crimes (Controlled Operations) Act provides for local major
controlled operations and local minor controlled operations.

6 
The

requirements for local major controlled operations are substantially the same
as the requirements for authority to conduct controlled operations under the
legislation in W estem Australia. Local minor controlled operations, on the
other hand, have a reduced threshold and may permit an officer to conduct a
controlled operation to investigate an offence that attracts a fine or up to 3
years' imprisonment. Both local major and local minor controlled operations
must satisfy the requirement that the nature and extent of any controlled
conduct is justifiable. A local major controlled operation may have a
duration of up to 3 months, whereas a local minor controlled operation has a
maximum duration of7 days.

• In Queensland, the PPR Act provides for controlled activities and for
controlled operations. The requirements for the authorisation of controlled

5 Standing Committee of Attorneys-General and Australasian Police Ministers Council Joint Working Group on 
National Investigative Powers: Cross-Border Investigative Powers for Law Enforcement page 4 

6 Crimes (Controlled Operations) Act 2004 (Vic) Part 2 
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operations are substantially the same as the requirements under the Western 
Australian legislation, save that in Queensland a relevant offence is defined 
to be a 7 year imprisonment offence or an indictable offence mentioned in 
schedule 2 to the Act.7

• The requirements for a police officer to engage in controlled activities are
less onerous under the PPR Act than the requirements for authorisation of
controlled operations. If a police officer considers it is reasonably necessaiy
for a police officer to engage in conduct that:

(a) is directed to obtaining evidence of the commission of a controlled
activity offence; and

(b) involves -
1. 1 or more meetings between the police officer and a person;
11. deliberately concealing the true purpose of the communication

between the police officer and the person; or
m. the police officer engaging in conduct for which, apart from

the protection from liability provide for in s 225 of the Act,
the police officer would be criminally responsible,

a police officer of at least the rank of inspector may, in accordance with any 

policy of the police service, authorise another police officer to engage in a 

controlled activity for a period of not more than 7 days. 
8

A controlled activity offence is defined to mean a 7 year imp1isonment 

offence or an indictable offence mentioned in schedule 2 to the Act or an 

indictable or simple offence mentioned in schedule 5 to the Act.9

• While I can understand the desire, for operational reasons, for a quicker, less
onerous method of approving illegal activities by law enforcement officers,
the benefits of increased operational effectiveness must be balanced against
the risks involved in authorised illegal activities. As the Commissioner of
the CCC said in his submission to me:

7 
Police Powers and Responsibilities Act 2000 (Qld) Chapter 11 

8 Police Powers and Responsibilities Act 2000 (Qld) s 224 
9 Police Powers and Responsibilities Act 2000 (Qld) s 221(2) 
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'The, ability to authorise individuals to engage in unlawful conduct for 
the purpose of a law enforcement operation are extraordinary powers 
that have the potential to be misused.' 

It is the CCC's view that the use of those powers requires stringent 
oversight. 

• The current scheme of authorisation of controlled operations balances the
public interest in convicting wrongdoers against the need to ensure that
those entrusted with law enforcement do not damage the criminal justice
process. It does this by imposing discipline on law enforcement agencies
and providing a system of accountability of those agencies which is subject
to external audit. That is, controlled operations must be planned for,
authorised in advance and capable of being accounted for. Any reduction in
these controls will necessarily involve an increase in the risk of powers
being misused, even if the powers can only be used for a short period of
time and in limited circumstances.

On balance, I do not recommend that the Act be amended to permit a simpler, 
less onerous method of obtaining approval for controlled operations for minor 
operations. 

15. The use of controlled operations for general intelligence-gathering
purposes

Introduction 

Section 12(1)(a) provides that an authority to conduct a controlled operation 
may be granted if the authorising officer is satisfied on reasonable grounds that 
a relevant offence has been, is being or is likely to be committed. I have 
considered whether s 12 should be amended to enable controlled operations to 
be used for general intelligence-gathering purposes, where the authorising 
officer cannot be satisfied that a relevant offence has been, is being or is likely 
to be committed. 
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ANALYSIS 

• I have no doubt that the complexities of investigating online crime provide
many challenges for investigators, including identifying where offending is
taking place. It may be that there needs to be analysis, involving persons
with technical expertise, of whether additional resources should be made
available to investigators of online offending, such as legislative provision
enabling a law enforcement officer to engage in controlled conduct when it
is not known if conduct on the internet has a connection with Western
Australia. I do not have access to that expertise for the purposes of this
review.

• Fundamental to the system of monitoring and regulation of controlled
conduct, and the direction and guidance given to investigators who are to
engage in that conduct, is that the records associated with such conduct
should identify what crimes are being investigated and what activity is to be
authorised. If those requirements were to be removed the potential for
misuse of the extraordinaiy powers contained in the Act would increase.

• Subject to any further technical analysis of the investigation of online
offending, I do not support the amendment of the Act to enable controlled
operations to take place for the purpose of intelligence gathering.

16. The effectiveness of the CICP Act in cross-border controlled operations

Introduction 

As I have noted, in the second reading speech to the Legislative Assembly for 

the CICP Bill the Minister for Police said that the legislation was part of a 

national project to develop model laws to aid criminal investigation across state 

and te1Titory borders. The objective of the model laws was to enable seamless 

cross-border investigation of serious offences. I have considered whether the 

CICP Act is effective in its application to cross-border controlled operations. 
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Submissions received 

16.1 The Commissioner of Police submitted that the CICP Act remains a 
relevant tool for law enforcement officers to engage where extraterritorial 
boundaries are breached by criminal offending. 

16.2 The DPIRD submitted that as criminal groups do not follow borders and 
the trade in illicit goods can be interstate and international, the capability to 
undertake cross-border operations remains relevant and useful. 

ANALYSIS 

• Serious criminal activity is not undertaken by people who respect State and
Territory boundaries. It is important that law enforcement agencies
continue to be able to undertake covert investigations that extend beyond the
boundaries of any one jurisdiction. The CICP Act is part of an approach to
investigation that involves cooperation across State and Territory borders,
and is an important tool of law enforcement, both in this S"tate and in other
jurisdictions.

17. Retrospective authorities

Introduction 

A fundamental pillar of monitoring and regulation of controlled conduct, and 
the direction and guidance given to investigators who are to engage in that 
conduct, is that the records associated with that conduct identify the activity 
which would otherwise be illegal which is to be authorised under an authority 
for a controlled operation. 

However, there is a limited power to grant retrospective authority for unlawful 
conduct in respect of local controlled operations contained in s 25, to which I 
have referred earlier in this review when I summarised the provisions of the 
CICP Act. There do not appear to have been any retrospective authorities 
applied for since the Act came into force. 
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I have considered whether the provisions of the Act for retrospective authorities 

remain appropriate. 

Submission received 

17 .1 The Commissioner of Police supp01is the retention in the Act of the 
provision for retrospective authorities to protect a participant who, in the 
course of a controlled operation, engages in conduct that is unavoidable and 
which could not have been foreseen at the time of planning. The limitation 
that retrospective authorities may only be granted with respect to existing 
authorised controlled operations is an appropriate requirement to safeguard 
the power and prohibit its misuse. 

ANALYSIS 

• In the second reading speech to the Legislative Assembly for the CICP Bill

the Minister for Police explained the provisions for retrospective authorities:

The bill proposes that a retrospective authority be available only when a controlled 

operation is conducted solely within Western Australia. Organised crime groups are 

known to test people in the belief that they may be undercover operatives and so 

incite them to commit offences. Any refusal may put officers' lives at risk. A power 

to seek a retrospective authority, which covers unlawful activity not included in the 

original authority, will enable undercover operatives to maintain their cover and to 

not react inappropriately by refusing to commit an act outside their authority. 10 

• The controls that exist in the Act for the grant of retrospective authorities
and the need for them to be reported to the CCC provide adequate
safeguards against the risk of misuse of the power to authorise engagement
in illegal activity. The fact that there have not been any retrospective
authorities granted does not detract from the realistic possibility that they
may be required in certain circumstances.

10 Western Australia, Parliamentmy Debates, Legislative Assembly, 18 August 2011, 6223, (Mr RF Johnson, 
Minister for Police) 
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As the controls provide those adequate safeguards, I support the retention in the 
Act of the power to grant retrospective authorities for controlled conduct in 
local controlled operations. 

18. Ancillary conduct

Introduction 

Section 31 of the CJCP Act provides protection from criminal liability for 
people who have a connection with a controlled operation but who are not 
authorised participants in the operation. It applies to conduct, called ancillary 
conduct, such as aiding and abetting the commission of an offence or of 
conspiring to commit an offence for which a person may be criminally 
responsible because it involves conduct engaged in by another person that is 
conduct for which the other person would be criminally liable, but for the fact 
that it is controlled conduct dming an authorised operation. A person who 
engages in ancillary conduct is not criminally responsible for an offence if the 
person believed that the related controlled conduct was being engaged in by a 
participant in an authorised operation and the person was a participant in, or 
otherwise authorised to know about, the operation. 

Section 36(2)(h)(iii) of the CICP Act requires the principal law enforcement 
officer's report on completion of a controlled operation to include information 
as to whether any person is, because of s 31, not criminally responsible for 
ancillary conduct. 

A question has arisen as to whether the scope of this reporting requirement 
requires clarification. 
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Submission received 

18.1 The DPIRD submitted that the intent of the need to report ancillary 
conduct under s 36 is unclear; and that the provisions of the CICP Act

concerning ancillary conduct and the associated reporting of that conduct 
ought to be refined for consistency and clarity. 

ANALYSIS 

• Section 31 operates to ensure that a person connected with a controlled
operation, but who is not an authorised participant in the operation, is
protected from criminal liability. The reporting obligations in s 36 are part
of the CICP Act's scheme to ensure monitoring and oversight of conduct
that would be illegal, but is permitted in the circumstances provided for in
the Act.

• To maintain the effectiveness of that scheme it is important to ensure that all
conduct protected by the Act is disclosed in the repmis. Notwithstanding
the fact that careful consideration may be required to determine whether or
not conduct is ancillary conduct under s 31, the importance of the integrity
of the scheme of monitoring and oversight means in my view that these
provisions should continue to apply.

I do not recommend that the provisions of the CICP Act concerning the 

protection given to persons who engage in ancillary conduct and the reporting 

of that conduct be amended. 

19. Illicit goods

Introduction 

Illicit goods are defined in s 5 of the CICP Act as follows: 



illicit goods means goods the possession of which is a contravention of the law of this 
jurisdiction in the circumstances of the particular case. 
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Section 36(2)(e) of the CICP Act requires the principal law enforcement 

officer's report on completion of a controlled operation to include, if the 

operation involved illicit goods, a statement (to the extent known) of-

(i) the nature and quantity of the illicit goods; and

(ii) the route through which the illicit goods passed in the course of the

operation.

Section 37(2)(e) requires that the chief officers' reports to the CCC include 

those details for any operation that involved illicit goods. 

The range of illicit goods may vary from goods which it is illegal to possess at 

any time on the one hand, such as illicit drugs, to goods which it is only illegal 

to possess in certain circumstances on the other, such as fish. I have considered 

whether all illicit goods should be the subject of the reporting obligation in the 

CICPAct. 

Submission received 

19 .1 The DPIRD submitted that there is a complex legislative structure as to 
whether fish the subject of a controlled operation meets the strict definition 
of illicit goods, which results in some but not all fish the subject of 
controlled conduct being reportable as illicit goods. 

19 .2 It submitted that the provisions of the CICP Act with respect to illicit 
goods appear to be aimed towards items that would be dangerous or high 
risk to the community and that fish should be excluded from reportable 
illicit goods, as it is normal to possess them and safe to do so - there is no 
impact upon community safety or health. All dealing in the fish would 
continue to be listed as controlled conduct in the principal law enforcement 
officer's report and would therefore be fully reported. 
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ANALYSIS 

• The reporting obligations in ss 36 and 37 of the CICP Act ensure monitoring
and oversight of conduct under controlled operations. It is my view that the
obligation in respect of illicit goods is not aimed solely at safety, but also at
the integrity of law enforcement officers handling goods in circumstances
where it is illegal for a person to possess them.

• The obligation to report in respect of illicit goods is an obligation to report
to the extent known. In my view it is desirable for the purposes of
accountability that, to the extent known, there be reporting on illicit goods,
including illicit goods which are not dangerous.

I do not recommend that the provisions of the CICP Act concerning illicit goods 

being included in the reports by the principal law enforcement officer and the 

chief officer be amended. 

20. The risk of illicit goods being under the control of persons other than
law enforcement officers

Introduction 

Section 12(1)(d) of the CICP Act provides that the authorising officer must be 

satisfied that the controlled operation for which an authority is applied for will

be conducted in a way that will minimise the risk of more illicit goods being 

under the control of persons, other than law enforcement officers, at the end of 

the operation than are reasonably necessary to enable the officers to achieve the 

purpose of the controlled operation. 

Section l 5GI(2)( d) of the Crimes Act requires the authorising officer to be 

satisfied that the operation will be conducted in a way that ensures that, to the 

maximum extent possible, any illicit goods involved in the controlled operation 

will be under the control of a law enforcement officer at the end of the 

operation. 
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I have considered whether the CICP Act should provide that the authorising 
officer must be satisfied that any illicit goods will be under the control of a law 
enforcement officer at the end of the controlled operation. 

Submission received 

20.1 The ACIC pointed to the difference in wording between the provisions 
of the two Acts and submitted that consideration might be given to whether 
s 12(1)(d) of the CICP Act be amended to require that, to the maximum 
extent possible, any illicit goods involved in a controlled operation will be 
under the control of a law enforcement officer at the end of the operation. 

ANALYSIS 

• Section 15GI(2)( d) of the Crimes Act imposes a higher requirement than s
12(1)(d) of the CICP Act concerning the risk of illicit goods being in the
possession of persons other than law enforcement officers.' The former
requires that, to the maximum extent possible, any illicit goods involved in a
controlled operation will be under the control of a law enforcement officer
at the end of the operation. The latter requires minimising the risk of more
illicit goods being under the control of persons other than law enforcement
officers at the end of the operation than are reasonably necessary to achieve
the purpose of the controlled operation.

• It seems to me that achieving the purpose of the controlled operation should
be a relevant consideration in considering the risk of illicit goods being in
the possession of persons other than law enforcement officers at the end of a
controlled operation. In my view, it is appropriate to seek to minimise the
risk of illicit goods being in the community to the extent possible and
bearing in mind the parameters of the given operation, rather than to seek to
remove that risk altogether. Section 12(1 )(g) of the CICP Act provides that
the authorising officer is also required to be satisfied that any conduct in the
controlled operation will not seriously endanger the health or safety of any
person or cause the death of or serious injury to any person.
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It is my view that the provisions of s 12(1) of the CICP Act are appropriate and 

I do not recommend an amendment to require that, to the maximum extent 

possible, any illicit goods involved in a controlled operation be under the 

control of a law enforcement officer at the end of the operation. 

21. Chief officer's reports on seizure, arrest and prosecution

Introduction 

Section 37 of the CICP Act requires the chief officer of a law enforcement 

agency to submit a report to the CCC every 6 months, setting out the details 

required by s 37(2). Section 37(2)(h) requires that the reports must include the 

number of any seizures, arrests and prosecutions arising from the authorised 

operations. I have received a submission as to the content of that requirement. 

Submission received 

21.1 The DPIRD submitted that in most cases the information as to seizures, 
aITests and prosecutions contained in the chief officer's reports does not 
cover the full extent of an operation that may have wider results - it relates 
only to the authorised operation component and does not fully detail the 
extent and success of the broader operation. Further, prosecutions for 
serious offending against some legislation will almost never be in a 
completed state of prosecution within the timeframe of the chief officer's 
report. It was submitted that the reporting of this information in the chief 
officer's repo1i is of limited value and potentially misleading, and that the 
report by the principal law enforcement officer is the appropriate place for 
this information to be reported. 

ANALYSIS 

• The reports by the chief officer to the CCC under s 3 7 of the CICP Act are
an important element of the system of compliance and monitoring provided
for in the Act. It is appropriate that infonnation regarding any seizure,
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anest and prosecution arising from authorised operations be included. The 
fact that it may take some time after an operation is concluded for a 
prosecution to be commenced does not detract from that importance, nor 
does it make the report misleading. Section 36(1) provides that the principal 
law enforcement officer's report is to be made within 2 months of 
completion of an authorised operation, and therefore cannot include a 
seizure, a1Test or prosecution which occurs more than 2 months after the 
completion of an authorised operation. 

I do not recommend any change to the requirements of reporting as to seizure, 

arrest and prosecution contained in s 37(2)(h) of the CICP Act.

22. Secondary principal law enforcement officers for controlled operations

Introduction 

Section 15 of the CICP Act requires that an authority for a controlled operation 

must identify the principal law enforcement officer. The term principal law 

enforcement officer is defined in s 5: 

principal law enforcement officer, for an authorised operation, means the law 

enforcement officer who is responsible for the conduct of the operation. 

Section 18( e) provides that the authorising officer may vary an authority if the 

principal law enforcement officer has changed since the authority was granted, 

to identify the new principal law enforcement officer. However there is no 

provision in the CICP Act for another law enforcement officer to be responsible 

for the conduct of a controlled operation when the principal law enforcement 

officer is unavailable. 

I have considered whether the CICP Act should enable a second law 

enforcement officer to be responsible for the conduct of a controlled operation. 
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Submission received 

22.1 The DPIRD submitted that there have been some difficulties in meeting 
reporting obligations when the principal law enforcement officer is 
unavailable, such as on extended leave or on sick leave, and that a 
secondary law enforcement officer would be appropriate to support and 
carry out the role when the principal law enforcement officer is unavailable. 

ANALYSIS 

• A controlled operation may last for several months. Therefore, there is
always a prospect that the principal law enforcement officer for a controlled
operation will not be available throughout the entire duration of the
operation. If it were possible for the plan for a controlled operation to
include two law enforcement officers responsible for the operation, one
being a secondary law enforcement officer who could undertake
responsibility for the conduct of the controlled operation if the principal law
enforcement officer became unavailable, there would be a reduction in the
likelihood of time and resources being required to vary authorities for

. controlled operations. 

RECOMMENDATION 

I recommend that the CICP Act be amended to provide for the nomination of a 

secondary law enforcement officer in an authority for a controlled operation. 

The secondary law enforcement officer would undertake responsibility for the 

conduct of the controlled operation when the principal law enforcement officer 

is unavailable. 
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23. The appropriate entity to undertake oversight and reporting of
authorities for controlled operations and its function in doing so

Introduction 

Section 26 of the CICP Act provides for the CCC to be notified of retrospective 
authorities. 

Section 38 provides for the CCC to report annually on the work and activities of 
law enforcement agencies under Part 2. 

Section 41 requires the CCC, from time to time and at least once every 
12 months, to inspect the records of a law enforcement agency to determine the 
extent of compliance with Part 2 by the agency and law enforcement officers of 
the agency. 

I have considered whether the CCC is the appropriate entity to undertake these 
activities and its function in doing so. 

Submissions received 

23.1 The CCC made no submission on whether it was the appropriate entity 
to undertake the oversight and reporting activities provided for in the Act. 
However, it submitted that the ability to authorise individuals to engage in 
unlawful conduct for the purposes of a law enforcement operation are 
extraordinary powers that have the potential to be misused. Accordingly, in 
the CCC's view, the use of those powers requires stringent oversight. It is 
for that reason that the CCC adopts a rigorous approach to its inspection and 
annual reporting roles. 

23.2 The CCC considers that it has established positive and constructive 
working relationships with the law enforcement agencies and developed 
effective processes for ensuring feedback is provided when issues 
concerning compliance with the CICP Act are identified. While the CCC 
and a law enforcement agency may have differing views on the 
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interpretation of a provision of the Act, or its application to a particular set 
of circumstances, the communication of identified issues between the 
agencies and the Commission ensures that appropriate consideration is 
given to the matters raised. 

23.3 From the CCC's perspective, WAPOL has made significant 
improvements in terms of their compliance with the Act. It is the CCC's 
view that, while WAPOL's increased familiarity and understanding of the 
requirements of the Act would have contributed to these improvements, the 
improvements are also due to the CCC's rigorous oversight. The 
communication by the CCC to W APOL of issues that the CCC has 
identified has enabled W APOL to implement new practices and processes to 
ensure greater legislative compliance for future controlled operations. 

23.4 The DPIRD said that it has no issues with the CCC undertaking the 
legislated audit function and has a positive ongoing working relationship 
with the CCC. 

23.5 The Commissioner of Police submitted that in no other State or Tenitory 
is an integrity agency granted powers of inspection. He also submitted that 
the introduction of an integrity agency such as the CCC to undertake the 
inspection role means that, arguably, Parliament expected that the oversight 
would be different from mere administrative compliance. He submitted that 
the exact scope of the inspection function has not been defined in the CICP

Act. 

23.6 The Commissioner of Police also submitted that to avoid potential 
overlap of statutory functions and for consistency with interstate 
comparative provisions, consideration should be given to the transfer of the 
reporting and inspection functions from the CCC to the Ombudsman. 

23.7 Although the Ombudsman made no submission, he did write to me in 
response to my invitation to him to make a submission, to infonn me that he 
was available to speak to me. I accepted that invitation and spoke to him by 
telephone. 

23 .8 During the course of our conversation, the Ombudsman made clear to 
me that he had no comment to make on the suitability of the CCC to 
perfo1m the oversight function, nor on the CCC's performance. However, he 
was willing to provide his views on the capacity of his office to perfmm the 
function, which he believed his office is well equipped to undertake. 
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23.9 He said that in is his view, it is very important, for proper administration 
and appropriate administrative law, for covert activities of law enforcement 
agencies to be effectively monitored. He said that Ombudsman offices in 
some Australian jurisdictions and overseas perform this role under 
legislation that corresponds to the CJCP Act. 

23.10 In or around 2009/2010, when the CICP Act was being prepared, his 
office investigated its capacity to perform the monitoring and overseeing 
role under the Act and concluded that it would be able to perform the role 
effectively and efficiently. He continues to hold that view. 

23 .11 His office undertakes a similar role in relation to other legislation such 
as the Criminal Organisations (Control) Act 2012 and the 
Telecommunications (Interception and Access) Western Australia Act 1996, 
and has an effective team that performs those roles efficiently and 
effectively. 

ANALYSIS 

• The submission by the Commissioner of Police that in no other State or
Territory is an integrity agency granted powers of inspection is not entirely
accurate:

o In Victoria the oversight function, including the inspection of records,
is performed by the Victorian Inspectorate, an integrity body whose
function is to provide oversight of other integrity, accountability or
investigatory bodies;

o In New South Wales, upon the coming into force of the Law

Enforcement Conduct Commission Act 2016 (NSW) the oversight
function, including the inspection of records, was transferred from the
Ombudsman to the Inspector of the Law Enforcement Conduct
Commission. The functions of the New South Wales Law
Enforcement Conduct Commission include the detection,
investigation and exposure of conduct that is, or could be, serious
misconduct or serious maladministration in the New South Wales
Police Force.
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• Since 2015 there has been a change in nature of the CCC's Annual Reports
under s 38 of the CICP Act. Prior to the report for 2014/2015, the CCC's
annual reports were produced from a compliance perspective. For the
2014/2015 reports the CCC widened its scope of consideration of controlled
operation records. By this modified approach the CCC gave consideration
to all aspects of Part 2 of the CICP Act and considered whether an authority
to engage in controlled conduct had been exercised in conformity with
statutory criteria, was reasonable, necessary, prop01tionate and justified.
The CCC also considered whether the conduct of the controlled operation
was consistent with the authorisation and in compliance with the legislation.

• The CICP Act provides for three stages to the process of independent
oversight:

1. reports by the chief officer of the law enforcement agency to the
CCC every 6 months under s 37;

11. inspection of the records of law enforcement agencies under s 41;
and

111. annual reports by the CCC under s 38.

• Section 38 of the CICP Act requires the CCC to 'prepare a report of the
work and activities of the law enforcement agencies under' Part 2 for the
preceding 12 months. Section 41 requires the CCC, at least once every 12
months, to 'inspect the records of a law enforcement agency to determine
the extent of compliance with' Part 2 by the agency and law enforcement
officers of the agency.

• I see no reason why these requirements should be read down to refer only to
rep01ting on administrative work and activities or detennining the extent of
compliance with the administrative and record keeping requirements of Part
2. This does not seem consistent with the requirement under s 3 7 for the
chief officer reports to the CCC to contain infonnation which includes the
nature of the criminal activities against which the authorised operations
were directed, the nature of the controlled conduct engaged in for the
purposes of the authorised operations and, to the extent known, the route
through which any illicit goods passed in the course of the operation.
Section 37(3) also provides that the CCC may require the chief officer to
furnish additional information in relation to any authorised operation to
which a report relates.
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• In my view it is an important aspect of the regulation and monitoring of the
extraordinary powers in Pmi 2 that the overseeing body reviews compliance
with all requirements of the Part by law enforcement agencies. With the
expertise and experience the CCC has developed, it is my view that it is the
appropriate body to perform that role.

• I do not see that any overlapping of the CCC' s functions under the CCM Act

and the CICP Act would impede the effectiveness of the CCC under either
Act.

It is my view that the CCC is the appropriate entity to undertake the oversight 

activities in Part 2 of the Act and that its function in doing so includes 

monitoring compliance with all the requirements of that Part. 

24. Extensions of controlled operations

Introduction 

Section 15( 6)G) of the CICP Act provides that a formal authority for a 

controlled operation is valid for a maximum period of 6 months, whereas an 

urgent authority is valid for a maximum period of 7 days. The authorising 

officer has power to vary an authority for a controlled operation, which includes 

the power to extend the validity of a formal authority. Section 19(2) provides 

that more than one application for a variation of an authority may be made in 

respect of the same authority, but no single variation may extend the period of 

validity of an authority for more than 6 months at a time. 

Under the Crimes Act an authorising officer has no power to extend the period 

of the authority beyond 3 months, which is the maximum initial term of a 

formal authority for a controlled operation. Any application to extend the 

period of validity beyond 3 months must be made to a member of the 

Administrative Appeals Tribunal. Section l 5GT of the Crimes Act provides 

that extensions cannot, in total, provide for a fotmal authority to last for more 

than 24 months. 
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Submission received 

24.1 The ACIC submitted that the need for an independent issuing officer to 
consider an extension of an authority beyond the maximum initial term is an 
effective measure to provide independent transparency and oversight and 
that it may also be appropriate to consider whether variations to formal 
authorities should be limited to a maximum total period. 

ANALYSIS 

• The CICP Act provides an effective system of monitoring and oversight of
the authorisation of controlled operations by the CCC. The CCC adopts a
rigorous approach to its inspection and reporting roles. In my view there is
no need for further independent transparency or oversight. Therefore, I do
not recommend that the CICP Act be amended to require an independent
issuing officer to consider an extension of an authority; nor to provide that
variations to formal authorities be limited to a maximum total period.

25. The use of assumed identities by law enforcement officers in witness
protection programs

Introduction 

Section 48(2) of the CICP Act provides that an authorising officer may grant 

authority to acquire or use an assumed identity if satisfied that the assumed 

identity is necessary for the purposes of investigation of or intelligence 

gathering in relation to criminal activity, the training of persons for those 

purposes or administrative functions in support of those purposes. 

I have considered whether there should be power to grant authority for assumed 

identities by law enforcement officers in witness protection programs. 
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Submission received 

25.1 The Commissioner of Police recommended that, to provide for more 
effective and safeguarded administration of witness protection programs, 
consideration be given to expressly extending the use of assumed identities 
under the CICP Act to persons involved in administering witness protection 
programs. 

ANALYSIS 

• New South Wales, in s 6(2) of the Law Enforcement and National Security
(Assumed Identities) Act, Victoria, in s 5(2) of the Crimes (Assumed
Identities) Act and the Commonwealth, in s l 5KB(2) of the Crimes Act,
provide for assumed identities to be acquired and used in the exercise of
functions under witness protection programs. These assumed identities are
not those of the protected witness, but of law enforcement officers who have
functions under witness protection programs.

• In Western Australia the Witness Protection (Western Australia) Act 1996
(Witness Protection Act) provides for the protection of witnesses,
including by providing them with new identities in appropriate
circumstances. This legislation is part of a national witness protection
scheme. However, the Witness Protection Act does not provide for police
officers or employees of W APOL who are engaged in administering witness
protection programs to be provided with assumed identities.

• In my view this situation is unsatisfactory. It means that currently, where it
is necessary for a member or employee of W APOL to use an assumed
identity so that a witness protection program can be administered safely and
effectively, either an assumed identity would not be used, thereby placing
the witness protection program at risk, or an assumed identity would be used
without the authority of any legislation. This is unsatisfactory. The
arrangements expose W APOL officers or employees to the risk of acting
illegally.
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RECOMMENDATION 

I recommend that the CICP Act be amended so that the grounds on which the 

acquisition or use of an assumed identity may be approved is extended to enable 

employees or officers of W APOL to effectively and safely exercise their 

functions in administering witness protection programs under the Witness

Protection Act or corresponding legislation of another jurisdiction. 

26. Registry of Births, Deaths and Marriages

Introduction 

Section 54 of the CICP Act provides that the Supreme Court may order the 

Registrar of Births, Deaths and Marriages to make an entry in the Register and 

to issue a ce1iificate in relation to an assumed identity if the Supreme Court is 

satisfied that the order is justified. 

I have considered whether these provisions of the section are effective and 

appropriate. 

Submission received 

26.1 The Commissioner of Police informed me that W APOL maintains its 
support for the provisions of the CICP Act which provide for the Supreme 
Court to order the Registrar of Births, Deaths and Marriages to make an 
entry in the Register and to issue a certificate in relation to an assumed 
identity. 
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ANALYSIS 

• For an assumed identity to be effective it is necessary, from time to time, to
ensure that the records of the Registry of Births, Deaths and Marriages
conform with that assumed identity, so that a search at the registry will not
demonstrate that the identity is false. The provisions of s 54, requiring the
Supreme Court to be satisfied that the making of a false entry or certificate
is justified, ensure that these steps are taken only in appropriate
circumstances.

It is my view that the provisions of s 54 of the CICP Act are effective and 

appropriate and I do not recommend any change. 

27. Authorised civilian assumed identities

Introduction 

Section 48(3) of the CICP Act requires that if an authority is granted for an 

authorised civilian to acquire or use an assumed identity, the chief officer of the 

law enforcement agency must appoint a law enforcement officer of the law 

enforcement agency to supervise the acquisition or use of the assumed identity 

by the authorised civilian. Section 49(5)U) provides that the period of validity 

of an authority granted to an authorised civilian must not exceed 3 months. 

Section 64(2) provides that an authorised civilian may acquire or use an 

assumed identity if the acquisition or use is in accordance with an authority to 

acquire or use the assumed identity and with any direction by the civilian's 

supervisor under the authority. 

An authorised civilian is defined in s 44 as meaning: 

a person (other than a law enforcement officer) who is authorised under an authority to 

acquire or use an assumed identity. 

A law enforcement officer is defined in s 3 as meaning: 

(a) a police officer; or
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(b) a person who is seconded to the Police Force, including (but not limited to) a
police officer (however described), of another jurisdiction; or

(c) a member of staff of the Australian Crime Commission; or

(d) a fisheries officer holding a prescribed office in the fisheries department;

Section 3 makes no distinction between civilians external to a law enforcement 

agency and civilians employed by that law enforcement agency, except in the 

case of the ACC, where a law enforcement officer is defined as including a 

member of the staff of the Commission. 

I have considered whether an employee of W APOL should be regarded as a law 

enforcement officer for the purposes of the acquisition and use of an assumed 

identity. 

Submission received 

27.1 The Commissioner of Police submitted that the CICP Act's requirements 
concerning the acquisition and use of 'authorised civilian' assumed 
identities, such as supervision and limited duration authorisations, and 
frequent auditing requirements impose an unnecessary burden on WAPOL 
where a civilian authority is granted for a W APOL civilian employee to 
provide administrative support to covert operatives and investigations. 

ANALYSIS 

• There is a significant difference between the risk of misuse of an assumed
identity by a civilian external to W APOL on the one hand, and the risk of
misuse by an employee of a law enforcement agency on the other. The
ability of W APOL to select who it employs, to train its employees and to
monitor its employees means that the risk is lesser in the case of an
employee ofWAPOL.

• In my view this reduced risk warrants a distinction between the two types of
civilians. This will increase operational effectiveness and efficiency in the
use of assumed identities by police officers employed in W APOL, without
any significant increase in the risk of misuse of powers ..
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RECOMMENDATION 

I recommend that the CJCP Act be amended to provide that, for the purposes of 

an authority to acquire or use an assumed identity, a member of the staff of 

W APOL is a law enforcement officer. 

28. Evidence of assumed identities

Introduction 

Section 58 of the CJCP Act applies where the authorising officer for a law 

enforcement agency grants an authority under s 48 authorising a request for 

evidence of an assumed identity. Pursuant to s 58, the chief officer of the law 

enforcement agency may request the chief officer of an issuing agency stated in 

the authority to produce evidence of an assumed identity in accordance with the 

authodty, and to give evidence of the assumed identity to the authorised person 

named in the authority or another person specified by the chief officer making 

the request. 

Section 59 requires a government issuing agency to comply with a request made 

under s 58, whereas s 60 provides that a non-government issuing agency may 

comply with such a request. 

An issuing agency is defined in s 44 as being a government issuing agency or a 

non-government issuing agency. Both a government issuing agency and a non

government issuing agency are defined as being an agency, person, body or 

entity that issues evidence of identity. 

I have considered whether the practical arrangements required of government 

departments and the provisions enabling, but not requiring, non-government 

entities to comply with requests for evidence in support of an assumed identity 

are effective and appropriate. 
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Submissions received 

28.1 The Commissioner of Police submitted that the process for creating 
assumed identities with the assistance of other government departments and 
non-government entities is robust and effective. 

28.2 The DPIRD submitted that s 58 creates some unusual circumstances 
where evidence to support the approved assumed identity is the 
responsibility of the requesting law enforcement agency, so that the law 
enforcement agency is also the issuing agency. Section 58 requires that the 
chief officer of the law enforcement agency request of his or her self to 
produce evidence of an assumed identity. It was submitted that if the 
evidence to support an assumed identity is within the administrative remit of 
the law enforcement agency itself, then the granting of that evidence should 
be made by a senior officer of the law enforcement agency to any officer of 
that agency. 

ANALYSIS 

• For an assumed identity to be effective there will be a need, from time to
time, for evidence to be obtained in support of that assumed identity. The
sections of the CJCP Act to which I have refe1red facilitate the obtaining of
that evidence.

• There is a distinction in the provisions of the Act between government
agencies, which are required to comply with a request for evidence, and
non-government agencies, which are authorised by the Act to comply with a
request, but are not required to do so.

• This distinction does not appear to cause any practical difficulties. This is
no doubt due to the strong working relationships that exist with government
departments and non-government entitles. Further, in appropriate
circumstances, a law enforcement agency can use documentation acquired
from government agencies to obtain identity documents from non
government agencies - for example by opening a bank account using
documents obtained from government agencies.



74 

• Where the law enforcement agency and the issuing agency are the same
body, it seems to me that there is good reason why s 48 of the CICP Act
requires an authority to authorise any requests for evidence of assumed
identities before such a request is to be made and why s 58 permits the
making of a request for evidence of an assumed identity if the authority for
the assumed identity authorises such a request being made. These
provisions ensure that the records of the law enforcement agency as to the
acquisition and use of the assumed identity are complete and therefore
subject to appropriate oversight, monitoring and auditing.

I do not recommend any change to these provisions. 

29. The creation and keeping of documents under Parts 2 and 3 of the
CICPAct

Introduction 

The provisions of the CICP Act with regard to the creation and retention of 

records are based on creating and keeping physical documents. For example, s 

10 requires formal applications for authority to conduct controlled operations to 

be in physical form, signed by the applicant unless it is impractical to do so, in 

which case the application may take the form of a fax, email or other electronic 

document. Section 4 7 has the same requirements for a formal application for 

authority to acquire or use an assumed identity. Section 39 requires the chief 

officer of a law enforcement agency to keep the documents connected with 

authorised operations, including the applications, authorities, cancellations, 

retrospective authorities and reports by principal law enforcement officers. 

Section 77 requires the chief officer to cause appropriate records to be kept 

about the operation of Part 3 in respect of the agency. 

Sections 9 and 45 of the CICP Act provide that the State Records Act 2000 (SR 

Act) and the Freedom of Information Act 1992 (FOi Act) do not apply to 

activities or records under Part 2 or Part 3 of the CICP Act. 
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I have received submissions as to the operation of these provisions. 

Submissions received 

29 .1 The Commissioner of Police informed me that W APOL maintains its 
support for the reporting and governance requirements set out in the CICP

Act and that these requirements are supplemented by policies and 
procedures to ensure strict adherence and compliance with the Act by 
W APOL and its officers. 

29 .2 The State Records Office submitted, among other things, that the SR Act

enables the creation of principles and standards to govern record keeping by 
government entities. These principles and standards are established by the 
State Records Commission under the SR Act. They address various 
elements of record keeping, including the capture and control of records, 
management of digital information, preservation and disaster recovery, 
record keeping for outsourced functions, storage, security, retention and 
disposal of records. The State Records Office performs an infonnation 
management advisory function for all government agencies charged with 
creating inf01mation under the SR Act. The State Records Office submitted 
that a strong management framework ensures the accountability of agencies 
that create and maintain infonnation in the course of their business. 

29 .3 The State Records Office submitted that while the CICP Act provides 
for the keeping and auditing of records it is silent with regard to the 
management of records, in particular the creation, capture, organisation, 
storage, preservation, security, retention and disposal of records. 

29 .4 The State Records Office recommended that inforn1ation created by law 
enforcement agencies under Parts 2 and 3 of the CICP Act be pati of a 
considered information management plan, as part of the agencies' risk 
management framework. 

29 .5 The Acting Information Commissioner submitted that it would be 
preferable for the provisions of Patis 2 and 3 of the CICP Act to be subject 
to both the SR Act and the FOI Act. The Acting Inf01mation Commissioner 
submitted that the range of existing exemptions contained in the FOI Act

provide adequate protection from disclosure of sensitive information m 
connection with controlled operations and assumed identities. 
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29.6 The Acting Information Commissioner also submitted that the complete 
exclusion of the application of the POI Act to decisions made by law 
enforcement authorities under Pai1s 2 and 3 of the CICP Act has the 
potential to undermine the confidence of the public in the exercise of those 
powers in situations where there may be allegations of inappropriate or 
conupt use of such powers. In the absence of any proposal to amend 
sections 9 or 45 of the CJCP Act, the Acting Information Commissioner is 
of the view that the record keeping and reporting requirements imposed 
under the CICP Act provide at least some measure of public accountability 
regarding the exercise of the powers. She is unable to say whether those 
provisions are effective. 

29. 7 Further, the Acting Information Commissioner submitted, the exclusion
from reports under the CJCP Act of information that could be expected to
endanger a person's safety, prejudice an investigation or prosecution or
compromise any law enforcement agency's operational activities or
methodologies is not unreasonable and broadly corresponds with
information that is likely to be protected from disclosure under the POI Act.

ANALYSIS 

• It is in the interests of the community and of law enforcement agencies that
the processes of law enforcement agencies under the CICP Act are efficient,
that the records of the agencies are kept in a manner that both the agency
and the community can be confident is secure from loss or destruction; and
that sensitive information which might endanger a person's safety, prejudice
an investigation or prosecution or compromise a law enforcement agency's
operational activities or methodologies is not disclosed.

• In my view it is appropriate for the CICP Act to be amended to provide for
the use of electronic technology in relation to the making of applications and
the keeping of records under Parts 2 and 3. Where, under the current
provisions of the Act, a thing is required to be in physical form it would be
appropriate for the thing to be recorded electronically in accordance with the
provisions of the CICP Act and the CICP Regulations. Where records and
documents are required to be kept it would be appropriate for the things to
be kept electronically in accordance with the provisions of the CICP Act and
the CICP Regulations. The preparation of the amendments to the CICP Act
and the CICP Regulations would require careful planning, involving
technical expertise in the creation and keeping of electronic records. This
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process should not only increase the efficiencies of procedures under the 
CICP Act, but also increase confidence that records will be kept secure. 

• In my view it continues to be appropriate that the SR Act and the FOI Act do
not apply to Parts 2 and 3 of the CICP Act. The scheme of compliance,
monitoring and overseeing of law enforcement agencies in the CICP Act

contains detailed provisions to minimise the risk of abuse of the powers
given to law enforcement agencies. Controlled operations and the
acquisition and use of assumed identities will always involve sensitive
information which, to ensure the effectiveness of law enforcement agencies,
must be kept secure.

RECOMMENDATION 

I recommend that the CICP Act be amended to provide for the use of electronic 

technology in relation to the making of applications and the keeping of records 

under Parts 2 and 3 of the CICP Act. 

30. The ability of the ACC to use the controlled operation and assumed
identity provisions of the CICP Act

Introduction 

The ACC has not used the controlled operation or assumed identity provisions 

of the CICP Act. Where a body may use powers but does not do so, the 

question necessarily arises whether it is approp1iate for that body to continue to 

have the ability to use such powers. That is particularly so where the powers 

are the extraordinary powers contained in the CICP Act. I have considered 

whether it is appropriate for the ACC to continue to be able to use the controlled 

operation and assumed identity provisions of the CJCP Act. 

Submission received 

30.1 In its submission, the ACIC noted that a controlled operation authority 
issued under the CICP Act may only be issued in respect of a State offence. 
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The ACC has in recent years only used the framework in Part lAB of the 
Crimes Act to apply for controlled operation authorities and Part lAC of the 
Crimes Act to apply for assumed identities, rather than using the 
corresponding provisions of the legislation of the States and Territories. 
Nevertheless, the ACIC submitted, there is potential for the ACIC, in 
support of investigations that may be made under the Australian Crime 
Commission (Western Australia) Act 2004 (ACC Act), to wish to use the 
controlled operation or assumed identity provisions of the CICP Act. The 
ACIC submits that it is appropriate for it to continue to have the ability to 
use those provisions. 

ANALYSIS 

• The powers contained in the CICP Act are extraordinary. There is good
reason for the ACC not to have used the powers contained in the Act as it
has the ability to use the corresponding provisions in Commonwealth
legislation.

• The Western Australian Parliament has, in the A CC Act, provided for the
operation of the ACC in Western Australia. There is therefore a sound basis
for the ACIC's view that while it has not yet used the provisions of the
CICP Act, it may wish to do so in the future.

My view is that it is appropriate for the ACC to continue to have the ability to 

use the controlled operation and assumed identity provisions of the CICP Act. 
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The Parliamentary Inspector of the Corruption and Crime Commission did not 

make a submission, but did write to me. 

APPENDIX 3 - The stakeholder to whom I spoke 

The Ombudsman 
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